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Abstract 
The integration of the Internet of Things (IoT) in engineering management has emerged as a 

transformative force, enabling real-time monitoring, predictive maintenance, and enhanced decision-

making. This narrative review synthesizes the current state of IoT integration within engineering 

management, examining its applications, impacts, and challenges. Through a detailed analysis of existing 

literature, this study highlights the significant benefits of IoT in improving efficiency and resource 

optimization, while also addressing the technical and organizational barriers to successful implementation. 

The findings indicate that while IoT offers substantial advantages, its integration is contingent upon 

overcoming challenges related to data security, interoperability, and the need for upskilling. The review 

concludes with implications for practice and research, emphasizing the need for further studies on the 

long-term impacts of IoT and its intersection with other emerging technologies in engineering 

management. 
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Introduction 

The Internet of Things (IoT) has emerged as a transformative technology across various sectors, 

redefining how data is collected, analyzed, and utilized to drive decision-making and operational 

efficiency. IoT refers to a network of interconnected devices that communicate and exchange data over 

the internet, enabling real-time monitoring, control, and automation of processes. These devices, 

embedded with sensors, software, and other technologies, can range from simple sensors in a 

manufacturing plant to complex systems in smart cities. The growing adoption of IoT is particularly 

evident in sectors such as healthcare, agriculture, logistics, and manufacturing, where it facilitates 

enhanced operational efficiencies, predictive maintenance, and improved customer experiences (Gubbi et 

al., 2013). 

In the field of engineering management, IoT is increasingly being integrated to streamline 

processes, optimize resource utilization, and support data-driven decision-making. Engineering 

management, which encompasses the planning, organizing, and directing of engineering projects, stands 

to benefit significantly from IoT through enhanced monitoring, automation, and predictive analytics. By 

leveraging IoT, engineering managers can gain real-time insights into project performance, asset 

utilization, and system health, thereby enabling more proactive management strategies and reducing 

downtime (Lee et al., 2015). 

The integration of IoT into engineering management is a critical area of study due to its potential 

to revolutionize traditional management practices. Despite the promising advancements, there is a need 

for a comprehensive understanding of how IoT is being applied within engineering management and the 

challenges that accompany its implementation. A narrative review is necessary to synthesize the existing 

literature, identify patterns and gaps, and provide a holistic view of the current state of IoT integration in 

this field. This review will not only contribute to the academic discourse but also offer practical insights 

for engineering managers who are considering or currently integrating IoT into their operations. 

Furthermore, the rapid evolution of IoT technologies and their applications in engineering 

management necessitates an updated review that captures recent developments up to 2021. By 

consolidating and critically analyzing the literature, this review aims to provide a foundation for future 

research and guide practitioners in leveraging IoT to enhance engineering management practices. 

The primary objective of this narrative review is to explore the integration of IoT into engineering 

management, focusing on its applications, benefits, challenges, and future prospects. The review aims to 

answer key questions, including: How is IoT currently being applied in engineering management? What 

impact does IoT have on efficiency and decision-making processes? What are the technical and 

organizational challenges associated with IoT integration? Through this exploration, the review seeks to 

provide a comprehensive overview of the current landscape and identify areas where further research and 

development are needed. 

Methodology 

The search aimed to capture a broad spectrum of publications, from scholarly articles and 

conference papers to industry reports, published between 2010 and 2021. This timeframe was selected to 

ensure the inclusion of recent advancements and the evolving nature of IoT technologies and their 

applications in engineering management. Keywords such as "Internet of Things," "IoT," "engineering 
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management," "smart manufacturing," "digital transformation," and "industrial IoT" were used in various 

combinations to ensure a wide-ranging collection of relevant literature. 

The selection of literature was guided by specific inclusion and exclusion criteria. Studies were 

included if they directly addressed the integration of IoT within engineering management, offered 

empirical data, case studies, or provided substantial theoretical insights into the application of IoT 

technologies. Papers focusing solely on technical aspects of IoT without linking to engineering 

management practices were excluded to maintain the focus on the managerial implications of IoT 

integration. Additionally, studies that were not peer-reviewed or lacked rigorous methodological 

foundations were excluded to ensure the reliability and validity of the synthesized findings. 

Once the literature was selected, a descriptive analysis was conducted. This involved 

systematically reading and summarizing each article, focusing on the methods, findings, and conclusions 

presented by the authors. The analysis was organized around key themes that emerged from the literature, 

such as the current applications of IoT in engineering management, the impact of IoT on efficiency and 

decision-making, and the challenges associated with its implementation. By organizing the review in this 

manner, it was possible to identify patterns and gaps in the existing research, which informed the synthesis 

of findings. 

The synthesis process involved comparing and contrasting the insights from different studies to 

develop a cohesive narrative that reflects the current understanding of IoT's role in engineering 

management. This narrative not only highlights the benefits and opportunities provided by IoT but also 

critically examines the barriers to its successful integration. The descriptive analysis method, therefore, 

facilitated a comprehensive exploration of the literature, enabling the identification of both the state-of-

the-art in IoT applications and the future directions for research and practice in engineering management. 

Theoretical Framework 

The Internet of Things (IoT) represents a paradigm shift in how data is collected, analyzed, and 

utilized across various domains. IoT comprises a network of physical devices, embedded with sensors, 

software, and other technologies, that connect and exchange data over the internet. These devices range 

from simple sensors and actuators to complex embedded systems that operate autonomously. The key 

components of IoT include sensors, which capture data from the environment; communication networks, 

which transmit the data; and data processing systems, which analyze the data to generate actionable 

insights (Atzori, Iera, & Morabito, 2010). 

The IoT technology stack typically includes layers such as the perception layer, responsible for 

data collection; the network layer, which handles data transmission; the middleware layer, which 

processes and stores data; and the application layer, where data is analyzed and utilized for specific 

applications. IoT applications are diverse, ranging from smart homes and industrial automation to 

healthcare monitoring and environmental sensing. The ability of IoT to provide real-time data and 

facilitate automation makes it a powerful tool for enhancing efficiency and decision-making in various 

sectors (Xu, He, & Li, 2014). 

Engineering management is an interdisciplinary field that combines the technical expertise of 

engineering with the organizational and strategic skills of management. It involves the planning, 

organizing, leading, and controlling of engineering projects, with the goal of achieving technical and 
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business objectives. Engineering managers are responsible for overseeing the development of new 

technologies, managing project timelines and budgets, and ensuring that engineering teams work 

efficiently and effectively to meet project goals (Kocaoglu, 1994). 

One of the key challenges in engineering management is balancing the technical and managerial 

aspects of projects. Engineering managers must not only possess a deep understanding of engineering 

principles but also be skilled in areas such as project management, financial management, and human 

resources management. As engineering projects become increasingly complex and globalized, the role of 

engineering management becomes more critical in ensuring that projects are completed on time, within 

budget, and to the required quality standards (Wysocki, 2011). 

The integration of IoT into engineering management has the potential to transform how 

engineering projects are managed and executed. By leveraging IoT, engineering managers can gain real-

time visibility into project performance, asset utilization, and system health. For example, IoT-enabled 

sensors can monitor the condition of machinery and equipment in real-time, allowing for predictive 

maintenance and reducing the risk of unexpected downtime. IoT can also facilitate the automation of 

routine tasks, such as inventory management and quality control, freeing up engineering managers to focus 

on more strategic activities (Porter & Heppelmann, 2015). 

However, the integration of IoT into engineering management also presents several challenges. 

These include technical challenges, such as ensuring data security, interoperability, and scalability, as well 

as organizational challenges, such as resistance to change and the need for new skills and competencies. 

Addressing these challenges requires a holistic approach that considers both the technical and managerial 

aspects of IoT integration. As such, this review will explore the current applications of IoT in engineering 

management, the impact of IoT on efficiency and decision-making, and the challenges and barriers to its 

successful integration. 

Descriptive Analysis 

The current applications of IoT in engineering management are diverse, reflecting the versatility 

and adaptability of IoT technologies across various engineering disciplines. One notable application is in 

project management, where IoT enables real-time monitoring of project progress and resource utilization. 

For instance, in the construction industry, IoT devices such as GPS trackers and RFID tags are used to 

monitor the location and status of materials and equipment, ensuring that resources are optimally allocated 

and that project timelines are adhered to (Cheng et al., 2017). 

In the context of supply chain management, IoT has been instrumental in enhancing visibility and 

traceability. IoT-enabled sensors and devices are used to track the movement of goods throughout the 

supply chain, providing real-time data on inventory levels, transportation conditions, and delivery status. 

This data enables engineering managers to make informed decisions regarding inventory management, 

demand forecasting, and logistics planning, ultimately leading to more efficient and responsive supply 

chain operations (Huang & Li, 2010). 

Another key application of IoT in engineering management is in maintenance management. IoT-

enabled predictive maintenance systems use data from sensors embedded in machinery and equipment to 

monitor their condition and performance in real-time. By analyzing this data, engineering managers can 

identify potential issues before they lead to equipment failure, schedule maintenance activities proactively, 
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and reduce downtime. This approach not only extends the lifespan of assets but also improves operational 

efficiency and reduces maintenance costs (Lee, Bagheri, & Kao, 2015). 

The integration of IoT into engineering management practices has had a profound impact on 

efficiency and decision-making processes. One of the most significant benefits of IoT is its ability to 

enhance efficiency through automation and real-time data analysis. IoT-enabled systems can automate 

routine tasks such as inventory management, quality control, and equipment monitoring, freeing up 

engineering managers to focus on more strategic activities. This automation leads to more efficient use of 

resources, reduced operational costs, and improved project timelines (Porter & Heppelmann, 2015). 

In terms of decision-making, IoT provides engineering managers with real-time data and analytics 

that support more informed and timely decisions. For example, IoT-enabled sensors can provide 

continuous data on the condition and performance of machinery and equipment, allowing engineering 

managers to make data-driven decisions regarding maintenance schedules, resource allocation, and 

production planning. This real-time visibility into operations not only improves decision-making but also 

enhances the overall agility and responsiveness of engineering management practices (Chui, Löffler, & 

Roberts, 2010). 

Despite the significant benefits of IoT, its integration into engineering management is not without 

challenges. One of the primary technical challenges is ensuring data security. As IoT devices collect and 

transmit large volumes of data, they become vulnerable to cyberattacks, data breaches, and other security 

threats. Engineering managers must implement robust security measures, such as encryption, 

authentication, and access control, to protect sensitive data and ensure the integrity of IoT systems 

(Roman, Zhou, & Lopez, 2013). 

Another technical challenge is interoperability. IoT devices and systems often come from different 

manufacturers and operate on different platforms, making it difficult to integrate them into a cohesive 

system. Engineering managers must address these interoperability issues by adopting standardized 

protocols and ensuring that IoT devices and systems can communicate and work together seamlessly (Li, 

Da Xu, & Zhao, 2015). 

In addition to technical challenges, there are also significant organizational barriers to IoT 

integration. One such barrier is resistance to change. Engineering managers may face resistance from 

employees who are hesitant to adopt new technologies or who lack the necessary skills to work with IoT 

systems. Overcoming this resistance requires effective change management strategies, including training 

and education programs, clear communication of the benefits of IoT, and involving employees in the 

implementation process (Moeuf et al., 2017). 

Finally, there is the challenge of addressing the skill gaps associated with IoT integration. 

Engineering managers must ensure that their teams have the necessary skills and expertise to work with 

IoT technologies. This may involve upskilling current employees, hiring new talent with specialized 

knowledge, or collaborating with external partners to fill knowledge gaps. Addressing these skill gaps is 

critical to the successful integration of IoT into engineering management practices (Gilchrist, 2016). 

Discussion 

The descriptive analysis of the current literature on the integration of IoT in engineering 

management reveals a multifaceted landscape where the adoption of IoT technologies is gradually 
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reshaping traditional engineering management practices. The findings indicate that IoT is being leveraged 

across various domains within engineering management, from project management and supply chain 

optimization to predictive maintenance and real-time decision-making. The synthesis of these findings 

suggests that the integration of IoT offers significant benefits in terms of operational efficiency, resource 

optimization, and enhanced decision-making capabilities. Engineering managers who have successfully 

integrated IoT into their operations report reduced downtime, improved asset utilization, and a more agile 

response to market demands. However, the analysis also highlights several challenges, including technical 

barriers related to data security and interoperability, as well as organizational challenges such as resistance 

to change and the need for upskilling. 

Comparing the findings of this review with previous studies, it is evident that while the potential 

of IoT in engineering management has been acknowledged for several years, recent advancements in IoT 

technologies have significantly broadened its application scope. Earlier reviews, such as those by Xu, He, 

and Li (2014), focused primarily on the technical aspects of IoT and its potential applications in industrial 

settings. In contrast, the current review provides a more comprehensive view by examining the managerial 

implications of IoT integration, including its impact on decision-making processes and organizational 

structures. This shift in focus reflects the maturation of IoT technologies and their increasing relevance in 

strategic management. However, despite these advancements, there remain gaps in the literature, 

particularly in understanding the long-term implications of IoT adoption in engineering management and 

how these technologies will continue to evolve and influence managerial practices. 

The practical implications of this review for engineering managers are substantial. The integration 

of IoT into engineering management practices can lead to significant improvements in efficiency and 

productivity. For instance, the use of IoT-enabled predictive maintenance can help managers reduce 

downtime and extend the lifespan of critical assets, leading to cost savings and increased operational 

efficiency (Lee, Bagheri, & Kao, 2015). Moreover, IoT can enhance decision-making by providing real-

time data and analytics, enabling managers to make more informed decisions quickly. This capability is 

particularly valuable in fast-paced industries where timely decisions can make the difference between 

success and failure. However, to fully realize these benefits, engineering managers must address the 

technical and organizational challenges associated with IoT integration. This includes investing in 

cybersecurity measures to protect sensitive data and fostering a culture of innovation and continuous 

learning within their teams. 

The review also identifies several areas where further research is needed. One of the key gaps in 

the current literature is the lack of longitudinal studies that examine the long-term impact of IoT 

integration on engineering management practices. While many studies focus on the immediate benefits of 

IoT, there is limited understanding of how these technologies influence organizational dynamics and 

managerial strategies over time. Additionally, more research is needed to explore the intersection of IoT 

with other emerging technologies, such as artificial intelligence and blockchain, and how these 

technologies can be integrated into engineering management to create even more sophisticated and 

efficient systems. Finally, there is a need for more research on the human factors associated with IoT 

adoption, including the impact on employee roles and the skills required to manage and operate IoT 

systems effectively. 
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Conclusion 

This narrative review has explored the integration of IoT into engineering management, 

synthesizing findings from the literature to provide a comprehensive overview of current practices, 

challenges, and opportunities. The review highlights that IoT is increasingly being used in engineering 

management to enhance efficiency, optimize resource utilization, and support data-driven decision-

making. However, the successful integration of IoT is contingent upon addressing technical challenges 

such as data security and interoperability, as well as overcoming organizational barriers such as resistance 

to change and the need for new skills. 

The potential future of IoT in engineering management is promising, with ongoing advancements 

in technology likely to drive further integration and innovation. As IoT technologies continue to evolve, 

they will undoubtedly play an increasingly central role in engineering management, enabling more 

efficient and effective management practices. However, the extent to which these benefits are realized 

will depend on how well engineering managers can navigate the associated challenges and leverage IoT 

to its full potential. 

For practitioners, it is recommended that engineering managers prioritize the development of a 

robust IoT strategy that includes investments in both technology and human capital. This strategy should 

address the technical challenges of IoT integration, such as ensuring data security and system 

interoperability, while also focusing on upskilling employees and fostering a culture of innovation. For 

researchers, it is recommended that future studies focus on the long-term implications of IoT adoption in 

engineering management, as well as the intersection of IoT with other emerging technologies. 

Additionally, more research is needed on the human factors associated with IoT, particularly in terms of 

how these technologies impact employee roles and organizational dynamics. By addressing these research 

gaps, scholars can contribute to a deeper understanding of IoT’s role in engineering management and help 

guide its future development. 

References 

Cheng, J. C. P., Chen, W., Chen, K., & Wang, Q. (2017). Data-driven predictive maintenance 

planning framework for MEP components based on BIM and IoT using machine learning algorithms. 

Automation in Construction, 83, 74-88. https://doi.org/10.1016/j.autcon.2017.08.023 

Chui, M., Löffler, M., & Roberts, R. (2010). The Internet of Things. McKinsey Quarterly, 2(2010), 

1-9. 

Gilchrist, A. (2016). Industry 4.0: The Industrial Internet of Things. Apress. 

https://doi.org/10.1007/978-1-4842-2047-4 

Gubbi, J., Buyya, R., Marusic, S., & Palaniswami, M. (2013). Internet of Things (IoT): A vision, 

architectural elements, and future directions. Future Generation Computer Systems, 29(7), 1645-1660. 

https://doi.org/10.1016/j.future.2013.01.010 

Huang, Y., & Li, X. (2010). A semantic analysis for Internet of Things. In Proceedings of the 2010 

International Conference on Intelligent Computing and Integrated Systems (pp. 131-135). 

https://doi.org/10.1109/ICISS.2010.5656988 



Management Strategies and Engineering Sciences 

 

 47 
E-ISSN: SOON 
 

Kocaoglu, D. F. (1994). Technology management: Educational trends. IEEE Transactions on 

Engineering Management, 41(4), 347-351. https://doi.org/10.1109/17.328900 

Lee, I., & Lee, K. (2015). The Internet of Things (IoT): Applications, investments, and challenges 

for enterprises. Business Horizons, 58(4), 431-440. https://doi.org/10.1016/j.bushor.2015.03.008 

Lee, J., Bagheri, B., & Kao, H. A. (2015). A cyber-physical systems architecture for industry 4.0-

based manufacturing systems. Manufacturing Letters, 3, 18-23. 

https://doi.org/10.1016/j.mfglet.2014.12.001 

Li, S., Da Xu, L., & Zhao, S. (2015). The internet of things: a survey. Information Systems 

Frontiers, 17(2), 243-259. https://doi.org/10.1007/s10796-014-9492-7 

Moeuf, A., Pellerin, R., Lamouri, S., Tamayo-Giraldo, S., & Barbaray, R. (2017). The industrial 

management of SMEs in the era of Industry 4.0. International Journal of Production Research, 56(3), 

1118-1136. https://doi.org/10.1080/00207543.2017.1372647 

Porter, M. E., & Heppelmann, J. E. (2015). How smart, connected products are transforming 

companies. Harvard Business Review, 93(10), 96-114. 

Roman, R., Zhou, J., & Lopez, J. (2013). On the features and challenges of security and privacy 

in distributed Internet of Things. Computer Networks, 57(10), 2266-2279. 

https://doi.org/10.1016/j.comnet.2012.12.018 

Wysocki, R. K. (2011). Effective Project Management: Traditional, Agile, Extreme. John Wiley 

& Sons. 

Xu, L. D., He, W., & Li, S. (2014). Internet of Things in industries: A survey. IEEE Transactions 

on Industrial Informatics, 10(4), 2233-2243. https://doi.org/10.1109/TII.2014.2300753 

https://portal.issn.org/resource/ISSN/

