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Abstract

This study aims to present a targeted strategy for developing a methodology that leads to the design and implementation of
an air-gapped system. The research integrates existing technologies from the fields of physics, cybersecurity, data
transmission, physical protection, cryptography, and encoding. This paper is based on studies conducted on attacks targeting
air-gapped systems, identifying vulnerabilities in each system, and subsequently proposing a solution. To achieve this, over
150 reputable global research articles were reviewed. In air-gapped systems, networked computer communications—
whether wired or wireless—between the internal and external environments do not exist. As a result, these systems offer a
higher level of security. However, studies indicate that they may still be vulnerable. This paper attempts to introduce a
method that results in the creation of a structured list of tasks. Following this list aligns with organizational objectives for

establishing an air-gapped system and ultimately leads to the design and implementation of such a system.
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1. Introduction

Throughout history, the security of human assets has
always been a major concern. Since the beginning of human
civilization, individuals have been sensitive about their
possessions and have constantly sought to keep their
valuable assets out of the reach of unauthorized individuals.
In ancient times, people used to hide their valuables or
secrets in chests, keeping them away from untrustworthy
persons, effectively severing external access to their
belongings. In some cases, assets were packaged and sealed
and entrusted to individuals renowned for their reliability.
Likewise, people were highly cautious in safeguarding their
confidential information, ensuring that their important
secrets were not shared with anyone else [1].

In today's world, where a significant portion of
individuals’ assets and confidential information is stored
digitally, the crucial question arises: how can these digital
assets be protected? Many computer systems incorporate
encryption and secure storage tools. These tools are also

available on mobile phones, allowing widespread usage [2-
4].

High-speed internet has only recently become widely
accessible, enabling the effortless transfer of information
from any system to the internet, making it accessible to
everyone or a specific group of individuals. Large video files
and other data can be disseminated at unprecedented speeds,
exposing them to numerous viewers. In this digital
landscape, neglecting data protection could result in the loss
of valuable information or allow unauthorized third parties
to exploit such data [5].

Moreover, the presence of malware has increasingly
threatened both personal data security and financial security,
putting individuals at risk of losing their assets. One
prominent example of such malware is ransomware, which
can compromise a system, take control of specific files or
information, and demand a ransom from its victim. While
security software installed on computers and mobile devices
can counteract malware, newly developed malware often
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evades detection, rendering these security measures
ineffective. Consequently, systems equipped with security
tools may still suffer from cyber threats [6]. Additionally,
sophisticated malware can bypass security software defenses
and infect systems.

In large organizations, advanced security tools and
hardware are deployed to mitigate such attacks, imposing
significant financial costs. However, no organization is
entirely immune to internet-based malware threats.
Consequently, alternative strategies, such as disconnecting
internet access from organizational networks, have been
proposed as a defense mechanism against cyberattacks [7-
9].

Modern malware has evolved to employ new and
sophisticated attack techniques, targeting general, global, or
specialized systems. Many of these advanced malware
programs are highly persistent and can evade conventional
security measures. Some of these malware variants are
designed for espionage and cyber sabotage, adapting over
time to technological advancements and emerging threats
(Nyholm et al., 2022). These malware programs operate
stealthily, remaining undetected until they achieve their
intended objectives. They often employ encrypted covert
communications and advanced attack techniques, making
detection increasingly challenging. Conventional security
measures, such as antivirus and anti-malware systems, may
be incapable of identifying new strains of such malware.
Some of these advanced threats can bypass firewalls and
infiltrate protected networks (Aboaoja et al., 2022).

The primary objectives of malware, along with its
methods of propagation and transmission, have evolved over
time due to changes in the technological landscape and
environmental factors. For example, with the proliferation of
high-speed internet, data-stealing malware became
widespread. As web-based applications and mobile
applications gained popularity, password theft malware
became more common. The advent of cryptocurrencies led
to the emergence of ransomware as a prevalent threat.
Similarly, with the introduction of air-gapped systems,
specialized malware was developed to target these systems,
successfully compromising some organizations.
Consequently, defensive strategies must be reinforced to
counteract such threats. More importantly, air-gapped
systems should be designed and implemented with the
necessary resilience to withstand potential attacks.

This study proposes a solution for constructing secure
systems, infrastructures, and organizations that must remain
isolated from external networks. However, isolating a

system from network communications presents significant
challenges. These challenges become even more pronounced
when cyberattacks target systems that have already been
disconnected from the internet, compromising their security.
Through an extensive review of previous cyberattacks and
credible scientific research, this study introduces a structured
approach tailored to organizational objectives and specific
conditions. The proposed methodology provides a
framework for designing, implementing, and operating an
air-gapped system that remains resilient against cyber
threats.

2. Methodology

The conducted research falls into the category of applied
research, as its ultimate goal is to develop a practical method
for establishing an organization with a high level of security.
Furthermore, the current study is qualitative, meaning that
the methods and techniques used for data collection and
analysis were based on their qualitative nature. In terms of
reasoning, a deductive and interpretative approach was
adopted. Using an exploratory research method, the findings
were formulated into a structured methodology and
presented accordingly. The data foundation of this study
comprises scientific and practical research articles related to
cyberattacks on organizations, particularly air-gapped
organizations.

3. Method for Constructing a Secure Air-Gapped
System

This section presents a method for building an air-gapped
system that is secure against specific attacks targeting such
systems. Given that there is no network-based
communication between this system and external networks,
the proposed method ensures that any external interaction is
regulated, making these communications controllable and
traceable.

3.1. Examining Risky
Communications

Inter-Organizational

This section analyzes security risks, primarily those
arising from uncontrolled interactions with external
environments.

3.1.1. Organizational Responsibilities of Individuals

The security of an organization, particularly its
cybersecurity, necessitates comprehensive knowledge and
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awareness across all organizational levels, including its
members, employees, and other relevant personnel. Every
individual within the organization holds a position where
even a minor lapse in security protocols can severely
compromise the overall security of the organization.
Consequently, maintaining the security of an air-gapped
organization  requires seamless collaboration and
coordination among all components of the system [10].

It is crucial to note that cyberattacks targeting air-gapped
systems often begin with a single point of entry. Attackers
exploit security gaps caused by negligence, lack of
precaution, or an oversight by an employee within the
organization. Once a weak point is identified, the attacker
can infiltrate the system, gain the necessary access, and
initiate an attack [11, 12].

3.1.2.  The Relationship Between Organizational Security
and Operational Procedures

One of the most critical aspects of air-gapped systems and
external organizational communications is that no system
can function effectively in complete isolation. In other
words, the fundamental purpose of an organization is to
interact with other organizations by exchanging data,
resources, or personnel to fulfill its goals and benefit its
stakeholders. Therefore, the notion that an organization can
operate entirely independently, without any external
interactions, is impractical.

External communication is essential for an efficient
system. Hence, all entry and exit points for data, personnel,
assets, and documents must be thoroughly monitored.
Adequate security measures must be implemented, and a
comprehensive document outlining these interactions should
be prepared and communicated to employees [13].

Internal communications within the network must also be
strictly regulated. Clear instructions should be defined for
interactions between different subunits of the system,
ensuring that only authorized personnel have access to
necessary information. Additionally, if two subunits within
an organization have no functional relationship, their
communication should be strictly prohibited, and any
attempt to establish contact should be flagged as suspicious
and documented accordingly [10].

3.1.3. Permanent Staff

Permanent employees are individuals who have received
training to work within the organization and have a long-
term association with it. Naturally, these individuals possess

extensive knowledge of the organization's internal systems.
If this information is disclosed to unauthorized persons, it
could pose a significant security threat [6, 14].

For instance, if an attacker learns that most of the
organization's printers belong to a specific brand, they may
develop malware targeting those devices, using them as a
gateway to infiltrate the system. Therefore, employees must
be strictly prohibited from sharing even seemingly
insignificant details about the organization's infrastructure
[15-17].

Additionally, employees must be cautious when bringing
external devices, such as USB drives, smartphones, or other
peripherals, into the organization, as these could introduce
malware into the system. The organization’s physical
security team is responsible for monitoring and controlling
the entry and exit of such items [18, 19].

3.1.4. Temporary Personnel

Certain individuals who temporarily access the system do
not have direct involvement in the organization's core
functions. This category includes HVAC technicians,
emergency medical staff, janitorial service providers, and
other third-party service personnel. These individuals may
enter and exit the system without any long-term commitment
to the organization, and they typically have limited
knowledge of its operations. However, they may gain access
to restricted areas that are generally intended only for
internal personnel [1, 2, 20].

As a result, security personnel must exercise strict
supervision over these individuals. Interns and new
employees also fall into this category, requiring additional
monitoring. Their supervisors should oversee their activities,
ensuring that they do not receive unnecessary or excessive
access privileges [11, 16, 21, 22].

3.1.5.  Archiving System

Documents should be meticulously reviewed and
archived with precise classification. The archiving system
must ensure that access to documents is granted based on an
individual's designated privileges [6, 23].

It is recommended that a special classification be applied
to records concerning personnel and object entry and exit
within the system. These records can serve as a crucial
reference in the event of a security breach or incident,
enabling investigators to identify the source of the problem
[21, 24].
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3.1.6.  Surveillance System

Monitoring tools such as surveillance cameras and other
security devices must be deployed exclusively for recording
necessary information. Cameras should never be positioned
to capture sensitive documents or computer screens, as their
footage could be exploited to extract organizational data [25,
26].

It is recommended that surveillance cameras be
categorized based on security levels, ensuring that access to
their feeds is restricted to authorized personnel according to
their responsibilities. For example, entry and exit
surveillance footage should only be accessible to security
personnel managing building access, while internal
movement surveillance should be handled by the internal
security team.

By implementing these measures, an organization can
strengthen its defense mechanisms against potential security
threats while maintaining a structured and controlled
operational framework.

Table 1. Data Transmission Risk Checklist

3.2.  Method Explanation

This method follows a step-by-step approach,
progressively moving toward the completion of system
design. At each step, all relevant factors are reviewed,
considering the specific environmental conditions of the
organization. Then, based on the data collected and analyses
performed in previous steps, the next step is taken, gradually
leading to a complete design. Additionally, the proposed
method focuses not only on system design but also on
implementation and post-implementation measures.

3.2.1. Understanding the System and Identifying Existing

Risks

The primary aspect to consider is how data can exit the
system. Since network-based data transmission is not
available in air-gapped systems, alternative media must be
considered for data transfer. The table below outlines
different data exfiltration methods, their transmission
mechanisms, and preventive measures.

Data Exit Medium Example of Transmission

Prevention Measures

Physical Devices

Heat and
Temperature

Sound

Visual Media

Electromagnetic
Signals

Electricity

Light Signals

Noise (Acoustic or
Vibrational)

Data transfer via storage devices, mobile phones, or printed documents.
Sender and receiver: human agents.

Data encoded into thermal pulses—caused by fluctuations in processor load
or cooling system alterations. A sensor (or mobile phone) placed nearby can
capture these changes. Sender: computer processor, cooling system.

Data conversion into auditory or ultrasonic signals. Sender: microphone,
speaker. Receiver: microphone, speaker, human agent.

Encoding data into images, barcodes, or printed materials. Sender: monitor,
printer, billboard. Receiver: human agent, camera.

Encoding data into electromagnetic pulses via electric current manipulation.
Sender: graphics card, monitor cables. Receiver: radio devices, radio
antennas.

Data converted into electrical pulse variations. Sender: power control units,
electrical generators. Receiver: blinking lights, electrical sensors, power
modems.

Encoding data into light pulses (visible or invisible) or Morse code. Sender:
light-equipped devices (computer case, printer, Wi-Fi devices, mouse,
keyboard, USB flash drives with LED lights). Receiver: camera, human
agent.

Unintentional noise can be exploited for covert data transmission. Examples
include system fan noise or vibrations from computer cases. Sender: system
fan, vibrations. Receiver: audio sensors, vibration sensors (e.g., mobile
phone accelerometers).

All items must be inspected by the security team
upon exit.

Thermal insulation of computing systems,
restriction of mobile phone access, monitoring
anomalous power consumption patterns.

Restrict unnecessary audio devices, soundproof
relevant areas.

Strengthen physical security, prevent monitor
placement near windows, restrict billboards
connected to internal networks, identify
surveillance camera locations.

Shielding systems, scanning for radio antennas near
systems.

Periodic inspection of electrical power systems,
monitoring unusual blinking lights, auditing
electrical flow control components in the facility.
Prevent exposure of light-emitting devices to
windows or cameras, restrict the use of LED-
equipped USB devices.

Prohibit mobile devices, repair areas producing
unusual noise or vibrations, implement acoustic
insulation.

Based on the above table and reviewed literature on
cyberattacks, designing and implementing air-gapped
systems requires expertise across multiple disciplines. The

Table 2. Required Experts for Air-Gapped System Implementation

following table summarizes the required expertise and their
respective roles in system security.

Expertise Reason for Requirement
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Physics Expert
Data Encoding Specialist

Comprehensive knowledge of transmission media, such as sound, light, electromagnetism, and thermal radiation.
Ensures data is encoded before transmission or reception. Identifies potential risks in encoded data transmission.

Communications and Networking Ensures secure and controlled intra-organizational communications. Designs and monitors secure network

Expert
Physical Security Personnel
Industry-Specific Specialists

Training Specialist
Remote Security Specialist

infrastructure.

classification methods.

Trained security personnel enforce pre-established security protocols for employees, system users, and clients.
For example, a financial expert in a banking organization is required to design secure data storage and

Provides security training for personnel to maintain system integrity.
Manages security monitoring systems such as surveillance cameras and logs critical organizational activity.

3.2.2.

Roadmap Development and System Design

Once the necessary expertise is assembled and based on
the knowledge gained from the data transmission table, the

B\

b Identifying
Roles Required Tools
Individuals Protection
Specializations Maintenance
Monitoring
—
-

'Redesign Before

Deployment N
Implementation

Strategy

Identifying

AR Overlooked Areas

Implementation
Conditions Reviewing Training
Programs

Figure 1. Steps for System Design and Documentation

1.

System ldentification — The first step in design
involves defining the organization's objectives and
thoroughly identifying its structural components.
Data storage locations and infrastructure should be
fully mapped and prioritized based on importance.
Eliminating External Communications — Before
detailed design, all external communication
channels should be severed. Necessary access
permissions for each component must be
determined, and communication protocols should
be documented. For example, roles and access
requirements for system components must be
clearly outlined. External communication policies
should also be established, ensuring the elimination
of network-based connectivity.

following steps must be taken to develop the system design
documentation and proceed with implementation.

~
Eliminating System Identification

Communication and Related

Responsibilities

Defining Infrastructure

Access Control Classifying Components

Designing Based on Importance
Necessary Identifying Critical Points
Protocols for Protection

. /U J

—
( Implementation
Procedures

Security During
Implementation

Precision in
Execution

Supervision During

Execution

3. ldentification of Monitoring and Maintenance
Tools — All software and hardware tools required
for system oversight, maintenance, repair, cleaning,
and security must be identified. Corresponding
procedures should be documented.

4. Personnel and Equipment Allocation — Based on
the previous steps, required specialists should be
identified, their responsibilities documented, and a
list compiled. Additionally, security sensors and
monitoring devices should be planned and their
installation sites determined. Detection
mechanisms should be deployed for identifying
attack behaviors, non-network communication
attempts, and ongoing data transmission. Plans for
component insulation should also be established.



Siahloui & Tabatabaei Manesh

5. Component Deployment Strategy - Each
component’s placement must follow predefined
protocols and authorized internal communication
guidelines. Security professionals should determine
and document  considerations  such  as
environmental insulation, window placement,
access control, cooling mechanisms, and
surveillance devices. All system components
should be reviewed together for consistency and
alignment. Multiple iterations of this step may be
necessary to refine the design.

6. Simulated Attack Testing and Security
Reinforcement — Hypothetical attacks must be
simulated on the system to identify vulnerabilities.
Weak points or overlooked areas should be
addressed and corrected. All previous documents
may need revisions to strengthen security
measures. Additionally, training documents related
to personnel roles and system interactions should
be compiled and distributed. Since a portion of
training will focus on system maintenance and
attack prevention, attack methodologies should be
examined and included in educational materials.

7. Implementation Procedures and Security
Protocols — At this stage, security protocols for the
implementation phase should be finalized. For
instance, sensitive areas must not be recorded
during implementation, and no additional sensors
should be installed within the organization’s
premises.  Supervision  methods for the
implementation phase should be documented, and
contractors must receive security training before
commencing their work.

By following these steps, all documentation from the
identification phase through implementation, maintenance,
and training is consolidated within the overall system
framework. These documents should be securely archived
and referenced when necessary. Unauthorized access to
these documents must be strictly prohibited.

3.2.3.  Strengthening the System Against Attacks After
Implementation

Given the critical role of surveillance systems, security
mechanisms, and employee behavior in maintaining system
security post-implementation, it is essential that personnel at
all levels understand potential attack methods and
implement necessary defensive measures. This section
examines attack strategies from the perspective of an

attacker and outlines corresponding defensive actions to
reinforce system security.

Based on studies of real-world cyberattacks, most attacks
follow a consistent pattern of intrusion and data exfiltration.
The common steps in such attacks are outlined below:

Step 1: Acquiring System Knowledge — The attacker’s
first objective is to gather as much information as possible
about the system. This can be achieved through various
means, such as installing malware on employees’ mobile
devices for eavesdropping, engaging in conversations with
employees to extract sensitive information, or monitoring
the organization’s physical environment.

Step 2: Injecting Malicious Code into the
Organization — Once the attacker has obtained sufficient
knowledge about the system, they will attempt to
compromise at least one vulnerable component by
introducing malware. The malware’s primary function is to
establish itself within the system, enabling data extraction or
system sabotage. A vulnerable point is any location where
software can be introduced into the system.

Step 3: Extracting Data from the System — Since the
system is air-gapped and lacks network connectivity to
external environments, data must be exfiltrated using
alternative methods. As discussed in previous sections,
attackers exploit various transmission media for this
purpose. The key challenge for the attacker is establishing a
connection between an internal sender and an external
receiver.

Step 4: Delivering Data to the Sender — The malware’s
next task is to transmit collected data through an available
medium. For example, if the system has an integrated
speaker, the malware could take control of it to emit encoded
signals containing sensitive information.

3.2.4.  System Recovery Mechanisms

Another crucial aspect to consider during system design
is the formulation of recovery procedures. System recovery
is necessary when vulnerabilities are identified or an attack
occurs. Although recovery is separate from the initial system
design phase, it is essential for maintaining long-term system
stability. The following steps contribute to a comprehensive
recovery strategy:

e ldentifying responsible components, personnel,
and roles — This step involves reviewing
surveillance reports and conducting inquiries to
determine the source of the security breach.
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e ldentifying vulnerable components or personnel
— Additional training and periodic refresher courses
should be provided for individuals who
demonstrate security weaknesses.

e Analyzing and reinforcing the four key attack
points — This includes identifying and securing the
points targeted by the attacker: (1) the information
source within the system, (2) the malware entry
point, (3) the malware’s deployment location, (4)
the internal transmission point, and (5) the external
data reception point. New security protocols and
detection sensors should be implemented to prevent
future attacks.

3.25. Complementary Measures

During system operation, several key considerations must
be upheld, particularly by security personnel and monitoring
teams.

The first priority is continuous training. Employees
should receive regular training to reinforce their
understanding of permissible and prohibited behaviors.
Periodic security training significantly enhances system
resilience.

The second priority is behavioral monitoring. Unusual
behavior must be identified at the earliest possible stage, and
its potential negative impact should be assessed and
mitigated. Steps should also be taken to prevent recurrence.

A critical aspect of security management is system
maintenance and updates. Every software update and
maintenance activity should be meticulously monitored, and
the source of software updates must be verified.
Additionally, maintenance personnel and technicians must
possess appropriate security clearance and undergo thorough
screening.

3.3.  QOutcomes and Results

Upon completing the outlined steps, a comprehensive
design document will be produced, covering the following
elements:

e  System requirements and associated risks

o Design roadmap and finalized system architecture

e  Operational guidelines for system utilization

e  System recovery procedures

e Guidelines for training, monitoring, and system
updates

4. Conclusion

Security, in any form, is beneficial for organizations. For
organizations seeking protection against cyberattacks,
disconnecting network communication with external
environments is an effective strategy. However, this
approach introduces its own set of challenges. The proposed
method in this research demonstrates how to design and
implement an air-gapped system or organization effectively.

Integrating air-gapped security measures within an
organization necessitates the active participation of all
employees and stakeholders. Every individual within the
organization must acknowledge their role in maintaining
system security.

This paper presents a structured methodology for
establishing an air-gapped system that, while fully aligned
with organizational requirements, remains resilient to all
known attack vectors targeting such systems. This alignment
ensures that the system not only meets the logical and
functional needs of the organization but also addresses
essential physical security concerns.

Furthermore, the proposed framework includes
operational procedures for system utilization, recovery, and
attack response. This ensures that, in the event of security
threats, appropriate countermeasures can be deployed
effectively. Additionally, preventive measures for system
hardening have been incorporated, guaranteeing a
comprehensive and secure system from all perspectives.
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