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Abstract 

With the rapid expansion of cloud computing and the Internet of Things (IoT), Distributed Denial-of-Service (DDoS) attacks 

have become one of the most critical cybersecurity threats, increasing the importance of their rapid and accurate detection. 

This study proposes a two-stage detection approach based on group feature fusion for identifying DDoS attacks in cloud 

environments. In the first stage, optimal feature selection is performed using a combination of several metaheuristic 

algorithms, including the Genetic Algorithm, Grey Wolf Optimizer, Particle Swarm Optimization, Harris Hawk 

Optimization, and Whale Optimization Algorithm. Subsequently, the selected features are integrated using three fusion 

strategies, namely voting-based fusion, weighted fusion, and ensemble learning-based fusion. In the second stage, a hybrid 

deep learning model composed of a Convolutional Neural Network (CNN) and a Long Short-Term Memory (LSTM) 

network is developed to extract the spatial patterns and temporal dependencies of network traffic, respectively. Experimental 

evaluation of the proposed method on the NSL-KDD and BoT-IoT datasets demonstrates that the presented model achieved 

accuracies of 99.1% and 99.2%, respectively, representing a significant improvement over previous methods. In addition to 

enhancing detection accuracy, the false alarm rate was reduced, and the model exhibited satisfactory generalization 

capability against different types of cyberattacks. Future research may further improve the performance of this approach in 

real-world environments through model architecture optimization, the utilization of pre-trained networks, and computational 

complexity reduction. 
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1. Introduction 

Cloud computing has become a central infrastructure for 

digital transformation because it enables elastic resource 

provisioning, scalable storage, distributed service delivery, 

and cost-efficient deployment of computational workloads 

across heterogeneous environments. However, the same 

characteristics that make cloud platforms flexible and 

powerful also expand their attack surface and increase their 

exposure to sophisticated cyber threats. Among these 

threats, Distributed Denial-of-Service (DDoS) attacks 

remain one of the most disruptive because they exhaust 

network, computational, or application-layer resources by 

generating massive volumes of malicious traffic from 

multiple distributed sources. In cloud environments, where 

multiple users, services, virtual machines, and Internet of 

Things (IoT) devices may share interconnected resources, 

DDoS attacks can degrade availability, interrupt service 

continuity, increase operational costs, and compromise trust 

in cloud-based applications [1-3]. Therefore, accurate and 

timely detection of DDoS attacks has become a critical 

requirement for cloud security architectures. 

The growing integration of cloud computing with IoT, 

software-defined networking, smart grids, edge systems, and 
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cyber-physical infrastructures has further intensified the 

complexity of DDoS detection. IoT devices often operate 

with limited computational resources and weak security 

configurations, making them vulnerable to compromise and 

botnet recruitment. Once compromised, these devices can 

generate large-scale attack traffic against cloud services, IoT 

gateways, or network controllers. Previous studies have 

shown that DDoS attacks in modern networking 

environments are no longer limited to volumetric flooding 

but may involve low-rate, stealthy, protocol-based, and 

application-layer strategies that imitate normal traffic 

behavior [4-6]. This evolution reduces the effectiveness of 

static rule-based detection systems and highlights the need 

for adaptive, data-driven, and intelligent detection models. 

Traditional DDoS detection approaches have relied on 

signature-based systems, statistical thresholding, traffic 

filtering, and manually engineered rules. Although these 

approaches can be useful against known attack patterns, they 

usually perform poorly when faced with unseen, evolving, 

or polymorphic attacks. In cloud environments, traffic 

behavior is dynamic, multidimensional, and often 

imbalanced, making manual rule design insufficient for 

reliable detection. Machine learning methods have therefore 

been widely adopted to learn discriminative patterns from 

network traffic data and classify benign and malicious flows. 

However, conventional machine learning models depend 

heavily on feature quality, preprocessing strategies, and the 

representativeness of training data [7-9]. As a result, 

improving feature selection and representation remains a key 

challenge in designing accurate intrusion detection systems. 

Deep learning has recently emerged as a powerful 

solution for DDoS and intrusion detection because of its 

ability to learn hierarchical and nonlinear representations 

from large-scale data. Deep neural networks, convolutional 

neural networks, recurrent neural networks, and hybrid 

architectures have been used to extract complex spatial and 

temporal patterns from traffic flows. Studies have 

demonstrated that deep learning can improve detection 

performance in cloud and IoT environments, particularly 

when attack patterns are complex or distributed [10-12]. For 

example, deep learning-based models for IoT intrusion 

detection have shown strong performance by learning 

abstract representations of traffic behavior and reducing 

dependence on handcrafted features [13-15]. Nevertheless, 

deep learning models may still suffer from high 

computational complexity, overfitting, sensitivity to 

irrelevant features, and reduced interpretability if feature 

spaces are not properly optimized. 

Feature selection plays a decisive role in improving 

intrusion detection performance because network datasets 

often include redundant, noisy, or irrelevant attributes. In 

high-dimensional traffic datasets, unnecessary features 

increase computational cost and may reduce classification 

accuracy by introducing noise into the learning process. 

Metaheuristic algorithms have therefore been widely used 

for feature selection because they can search complex 

solution spaces and identify near-optimal feature subsets 

without requiring gradient-based optimization or strong 

assumptions about data distribution. A decade-long survey 

of metaheuristic feature selection research confirms that 

such algorithms are particularly useful in high-dimensional 

classification problems where exhaustive search is 

impractical [16]. In DDoS detection, optimized feature 

selection can reduce dimensionality, improve model 

generalization, and accelerate detection in real-time cloud 

systems. 

Several studies have applied optimization-based and 

hybrid learning approaches to improve DDoS detection. 

Optimization-enabled deep networks have been proposed 

for detecting DDoS attacks in cloud environments, showing 

that feature optimization can strengthen the discriminative 

capability of deep models [17]. Other studies have used 

enhanced optimization strategies for IoT intrusion detection, 

demonstrating that combining deep learning with 

optimization algorithms can improve both accuracy and 

convergence behavior [18]. Hybrid and optimized extreme 

learning machine models have also been applied in cloud-

based DDoS detection and have shown competitive 

performance compared with conventional classifiers [19-

21]. These findings indicate that hybridization is an effective 

direction for improving detection robustness. 

Despite these advances, many existing methods still rely 

on a single optimization algorithm or a single feature 

selection strategy. This can make the model sensitive to the 

limitations of one search mechanism, such as premature 

convergence, local optimum trapping, or insufficient 

exploration of the feature space. Ensemble feature selection 

has therefore become increasingly important because it 

combines multiple views of feature importance and produces 

a more stable feature subset. Studies based on ensemble 

feature selection and deep learning have shown promising 

results in DDoS detection in cloud computing environments 

[22]. Similarly, feature fusion-based deep learning models 

have demonstrated that combining multiple feature 

representations can improve the detection of distributed 

attacks by preserving complementary information from 



 Management Strategies and Engineering Sciences: 2027; 9(2):1-15 

 

 3 

network traffic [23]. Therefore, integrating multiple 

metaheuristic algorithms and ensemble feature fusion may 

provide a more reliable basis for DDoS detection than 

relying on a single feature selection method. 

Recent studies have also emphasized that DDoS detection 

should be evaluated across diverse environments and 

datasets because attack behavior differs across cloud, IoT, 

SDN, smart grid, and device-to-device communication 

scenarios. For example, DDoS detection models have been 

proposed for lightweight IoT networks, smart grid wide area 

measurement systems, D2D communications, and SDN 

environments [24-27]. These studies show that intelligent 

detection systems must be adaptable to different traffic 

structures and deployment contexts. Similarly, fuzzy logic-

based anomaly detection, tree-based feature selection, 

supervised machine learning, and real-time anomaly 

prevention have been investigated to address different 

dimensions of the DDoS detection problem [28-31]. 

Although these approaches improve specific aspects of 

detection, they may not fully capture both spatial and 

temporal dependencies in traffic data. 

Hybrid deep learning architectures are particularly 

suitable for this challenge. Convolutional Neural Networks 

(CNNs) can extract local and spatial feature patterns, while 

Long Short-Term Memory (LSTM) networks can model 

temporal dependencies and sequential behavior in network 

traffic. Combining CNN and LSTM structures enables the 

model to capture both feature-level relationships and time-

dependent attack patterns. This is important because DDoS 

traffic often manifests through both abnormal feature 

distributions and evolving traffic sequences. Recent work on 

machine learning and deep learning for DDoS anomaly 

detection in software-defined networks indicates that hybrid 

architectures can improve detection capability in dynamic 

network environments [32]. Moreover, robust adaptive 

transfer learning and adaptive federated learning approaches 

have shown that DDoS detection models must also adapt to 

changing traffic distributions and decentralized 

environments [33, 34]. These developments reinforce the 

need for flexible models that combine optimized features 

with deep temporal-spatial learning. 

Another key issue in DDoS detection is class imbalance. 

Network intrusion datasets often contain many more normal 

samples than attack samples, or they may contain dominant 

attack classes and rare attack classes. This imbalance can 

bias classifiers toward majority classes and reduce their 

ability to identify minority attacks. Deep learning models 

trained on imbalanced data may achieve high overall 

accuracy while failing to detect rare but critical attacks. 

Therefore, preprocessing methods such as normalization, 

categorical encoding, and data balancing are necessary to 

improve model reliability. Studies on deep learning-based 

intrusion detection have repeatedly highlighted the 

importance of preprocessing and feature engineering in 

improving model performance [35-37]. In this context, a 

complete DDoS detection framework must combine data 

preparation, feature optimization, feature fusion, and robust 

classification. 

The literature also shows that DDoS detection has 

progressed from traditional machine learning models toward 

integrated systems that combine optimization, feature 

selection, ensemble strategies, and deep learning. For 

instance, optimization-enabled deep learning has been used 

for DDoS detection in cloud computing [38], while deep 

learning-based DDoS models have achieved strong results in 

security datasets [39]. Similarly, hybrid intrusion detection 

systems combining machine learning and deep learning have 

been proposed for RPL IoT networks [40]. End-to-end 

intrusion detection systems using unsupervised feature 

extraction have further shown the value of automatic 

representation learning in IoT datasets [15]. However, a 

persistent research gap remains in designing a unified 

framework that integrates multiple metaheuristic feature 

selection algorithms, ensemble feature fusion strategies, and 

a CNN-LSTM classifier for DDoS detection in cloud 

computing environments. 

In addition, recent research has increasingly focused on 

improving detection robustness against sophisticated and 

adversarial conditions. Adversarial neural networks have 

been used to detect DDoS attacks under challenging 

conditions, suggesting that attackers may attempt to evade 

conventional deep learning models [37]. Adaptive transfer 

learning and federated learning methods further indicate that 

detection models must be robust to distribution shifts and 

decentralized data constraints [33, 34]. PCA-based 

enhancement methods have also been explored to reduce 

dimensionality and improve DDoS detection in IoT 

environments [41]. These studies collectively suggest that 

future DDoS detection frameworks should be optimized, 

adaptive, computationally efficient, and capable of 

generalizing across datasets and attack types. 

The current study responds to these challenges by 

proposing a two-stage DDoS detection framework for cloud 

computing environments. In the first stage, several 

metaheuristic algorithms, including Genetic Algorithm, 

Particle Swarm Optimization, Grey Wolf Optimizer, Harris 
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Hawks Optimization, and Whale Optimization Algorithm, 

are used to select optimized feature subsets. The use of 

multiple algorithms increases the diversity of selected 

features and reduces dependence on a single search strategy. 

In the second stage, the selected features are fused through 

ensemble feature fusion and then passed to a hybrid CNN-

LSTM model for classification. This architecture is designed 

to capture both spatial feature patterns and temporal traffic 

dependencies. Recent hybrid and stacking ensemble 

approaches using whale optimization for IoT attack 

detection further support the effectiveness of integrating 

optimization and deep learning in cybersecurity applications 

[42]. Therefore, the proposed method builds on the strengths 

of existing optimization-based, ensemble-based, and deep 

learning-based approaches while addressing their limitations 

through a unified framework. 

The aim of this study is to develop and evaluate a hybrid 

DDoS attack detection framework for cloud computing 

environments based on ensemble feature fusion using 

multiple metaheuristic algorithms and a CNN-LSTM deep 

learning model. 

2. Methodology 

The proposed method in this study is based on a hybrid 

group feature fusion framework designed to achieve 

effective and accurate detection of Distributed Denial-of-

Service (DDoS) attacks in cloud computing environments. 

The overall architecture of the framework consists of two 

major phases: the feature fusion phase and the modeling and 

evaluation phase. Each phase includes several 

interconnected sub-processes that collectively enhance the 

robustness and detection capability of the proposed intrusion 

detection system. 

In the preprocessing stage, several standard data 

preparation operations are performed, including data 

normalization, one-hot encoding, and dataset balancing. 

However, the primary novelty of this research lies in the 

simultaneous utilization of multiple metaheuristic 

algorithms for feature optimization, the ensemble fusion of 

their outputs, and the integration of a hybrid deep learning 

architecture for attack detection. 

Phase I: Feature Fusion 

In the first phase, after preparing the datasets, optimal 

feature selection is conducted using a combination of five 

metaheuristic optimization algorithms, namely the Genetic 

Algorithm (GA), Particle Swarm Optimization (PSO), Grey 

Wolf Optimizer (GWO), Harris Hawk Optimization (HHO), 

and Whale Optimization Algorithm (WOA). Each 

optimization algorithm extracts an optimal subset of 

discriminative features from the original dataset. 

Subsequently, the extracted feature subsets are combined 

using ensemble fusion strategies including voting-based 

fusion, weighted fusion, and learning-based fusion to 

generate a final representative feature subset for model 

training. This process reduces data dimensionality, 

eliminates redundant and irrelevant features, and improves 

the overall quality of the feature space. 

Phase II: Modeling and Evaluation 

In the second phase, the fused feature set obtained from 

the previous stage is used as the input of a hybrid CNN–

LSTM deep learning model. In this architecture, the 

Convolutional Neural Network (CNN) is responsible for 

extracting local spatial patterns from network traffic data, 

whereas the Long Short-Term Memory (LSTM) network 

models temporal dependencies and sequential traffic 

behaviors. The integration of these two structures improves 

the stability and detection accuracy of the system against 

DDoS attacks. The performance of the proposed framework 

is evaluated using standard metrics including accuracy, 

recall, precision, and F1-score on the NSL-KDD and BoT-

IoT benchmark datasets. 

Overall, the proposed two-stage framework combines 

optimized feature engineering with deep representation 

learning to provide a scalable and adaptive solution for 

DDoS attack detection in cloud computing environments 

while maintaining robustness against diverse and complex 

cyberattack patterns. 

2.1. Data Preprocessing 

This section describes the preprocessing operations 

performed to generate high-quality inputs for the proposed 

DDoS attack detection framework. The quality of input data 

plays a critical role in the performance of intrusion detection 

systems, particularly in cloud computing environments 

where network traffic data are typically large-scale, 

heterogeneous, and noisy. Therefore, several preprocessing 

operations including missing-value handling, categorical 

feature encoding, numerical feature normalization, and 

dataset balancing were applied to prepare the data for 

subsequent feature optimization and deep learning stages. 

2.1.1. One-Hot Encoding 

In the utilized datasets, several attributes are categorical 

in nature and represented by non-numerical values such as 
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protocol type, service type, and connection status. Since 

machine learning and deep learning models cannot directly 

process categorical data, these attributes must be 

transformed into numerical representations. 

In this study, one-hot encoding was employed to encode 

categorical features. In this approach, each possible category 

of a categorical attribute is mapped into an independent 

binary vector. This transformation enables the model to 

distinguish between different categorical values without 

introducing artificial ordinal relationships among categories. 

Consequently, the ability of the proposed framework to 

identify patterns associated with normal traffic and DDoS 

attacks is significantly improved. 

2.1.2. Min–Max Normalization 

After encoding categorical features, numerical attributes 

are normalized. Since network traffic features possess 

different numerical ranges, larger values may dominate the 

learning process and negatively affect model convergence. 

To address this issue, Min–Max normalization was applied 

in this research. 

The Min–Max normalization process maps each feature 

into the range [0, 1], where the minimum value becomes 0 

and the maximum value becomes 1, while all intermediate 

values are linearly scaled. The normalization formula is 

defined as follows: 

𝑥𝑛𝑒𝑤(𝑖) =
𝑥𝑜𝑙𝑑(𝑖) − min⁡(𝑥)

max⁡(𝑥) − min⁡(𝑥)
 

This normalization approach ensures that all features 

contribute equally during model training and improves the 

stability and convergence behavior of deep neural networks. 

2.1.3. Dataset Balancing 

One of the common challenges in network traffic datasets 

is class imbalance, where normal traffic samples 

substantially outnumber attack samples. This issue is 

particularly evident in benchmark datasets such as NSL-

KDD and BoT-IoT and may bias the model toward majority 

classes, thereby reducing attack detection capability. 

To mitigate this problem, the Synthetic Minority Over-

sampling Technique (SMOTE) was employed to oversample 

minority classes. SMOTE generates synthetic samples for 

underrepresented classes and balances the overall data 

distribution. This process allows the classifier to learn more 

accurate decision boundaries between normal and malicious 

traffic patterns. Consequently, the sensitivity of the model 

toward DDoS attacks is improved, especially for minority 

attack classes. 

2.1.4. Relationship Between Preprocessing and Feature 

Fusion 

After completing preprocessing operations, the cleaned, 

normalized, and balanced datasets are transferred to the 

feature fusion module. This stage acts as an intermediate 

bridge between data preparation and feature optimization. 

High-quality input data ensure that the metaheuristic 

algorithms employed in the feature fusion phase can identify 

the most relevant and discriminative features more 

effectively. As a result, both data quality and feature 

relevance are maximized before entering the deep modeling 

stage, thereby improving the stability and accuracy of the 

final attack detection system. 

2.2. Phase I: Hybrid Group Feature Fusion Method Based 

on Metaheuristic Algorithms 

This section presents the first phase of the proposed 

framework, which focuses on group feature fusion using 

multiple metaheuristic optimization algorithms. The primary 

objective of this phase is to extract an optimal subset of 

features that preserves the maximum discriminative 

information while simultaneously reducing data 

dimensionality for DDoS attack detection. 

Initially, the preprocessed dataset is provided as input to 

several independent metaheuristic optimization algorithms. 

Each algorithm explores the feature search space according 

to its own search mechanism and extracts an optimal subset 

of discriminative features. Employing multiple optimization 

algorithms enables exploration of diverse regions within the 

search space while reducing the limitations of individual 

algorithms, such as premature convergence and local optima 

stagnation. 

In the proposed framework, the output of each 

metaheuristic algorithm consists of a selected feature subset 

representing a distinct perspective regarding feature 

importance for DDoS detection. Instead of relying on a 

single feature selection approach, a multi-source feature 

selection strategy is adopted to capture hidden traffic 

patterns more comprehensively. 

In the second stage of Phase I, the optimized feature 

subsets generated by the metaheuristic algorithms are 

integrated to produce a final comprehensive feature subset. 

Features simultaneously selected by multiple algorithms are 

assigned higher importance, whereas noisy and less 
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informative features are discarded. This ensemble fusion 

strategy improves the stability and robustness of the final 

feature representation. 

Overall, the first phase of the proposed framework 

significantly reduces feature-space complexity while 

preserving critical attack-related information, thereby 

improving the generalization capability and classification 

performance of the final deep learning model. 

2.2.1. Feature Selection Stage 

Feature selection is one of the most influential stages in 

machine learning systems. The primary objective of feature 

selection is to reduce feature dimensionality while 

preserving or improving classification performance. 

Increasing the number of features may increase 

computational complexity and lead to overfitting; therefore, 

identifying the most informative features is essential for 

improving the efficiency and stability of intrusion detection 

systems. 

In this study, the feature selection process was designed 

as a hybrid framework based on multiple metaheuristic 

optimization algorithms. The core idea of this approach is to 

simultaneously exploit the diverse search capabilities of 

different optimization algorithms for discovering optimal 

feature subsets. 

The employed optimization algorithms include the 

Genetic Algorithm (GA), Grey Wolf Optimizer (GWO), 

Whale Optimization Algorithm (WOA), Harris Hawk 

Optimization (HHO), and Particle Swarm Optimization 

(PSO). Each algorithm evaluates feature importance 

according to its own search strategy and extracts an optimal 

subset of features. Differences in search mechanisms, 

exploration–exploitation balance, and population updating 

strategies enable each algorithm to provide a unique 

perspective regarding feature relevance. 

The primary advantage of employing multiple 

metaheuristic algorithms simultaneously is reducing 

dependency on a single optimization technique while 

increasing feature diversity. This ensemble optimization 

approach compensates for the weaknesses of individual 

algorithms and reduces the probability of trapping in local 

optima. Consequently, a more stable and representative 

feature subset is obtained for subsequent modeling stages. 

Algorithm 1. Optimized Feature Extraction Algorithm 

Input: 

    NSL-KDD Dataset and BoT-IoT Dataset 

 

Procedure: 

    Optimized_Feature_Extraction(Dataset) 

 

    1: PSO_Features = PSO(Dataset) 

    2: GA_Features  = GA(Dataset) 

    3: GW_Features  = GrayWolf(Dataset) 

    4: HHO_Features = HHO(Dataset) 

    5: WOA_Features = WOA(Dataset) 

 

    6: Final_Features = Ensemble_Feature_Fusion( 

                           PSO_Features, 

                           GA_Features, 

                           GW_Features, 

                           HHO_Features, 

                           WOA_Features 

                       ) 

 

Output: 

    Final_Features 

As illustrated in the proposed framework, five 

metaheuristic optimization algorithms are employed for 

feature selection. Each algorithm follows a specific search 

procedure to identify the most informative subset of features. 
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Feature Encoding Using Metaheuristic Algorithms 

To enable metaheuristic algorithms such as GA, PSO, 

GWO, HHO, and WOA to select effective feature subsets, 

an appropriate feature representation mechanism must first 

be defined. Proper encoding plays a crucial role in the 

efficiency of the search process and the quality of the final 

solution. 

In this study, binary encoding was utilized for feature 

representation. In this approach, each candidate solution is 

represented as a binary vector whose length equals the total 

number of original dataset features. Each element in the 

vector represents the selection status of a corresponding 

feature. 

Specifically, if the value of a bit equals 1, the 

corresponding feature is selected for model training; 

otherwise, if the value equals 0, the feature is excluded from 

the learning process. Therefore, each binary vector 

represents a specific subset of features. This encoding 

structure provides a unified and computationally efficient 

representation for all employed metaheuristic algorithms. 

During the optimization process, each individual solution 

within the algorithm population corresponds to a binary 

feature vector. These vectors are iteratively updated using 

algorithm-specific operators such as mutation and crossover 

in GA or velocity-position updating mechanisms in PSO to 

converge toward more optimal feature subsets. 

Binary encoding reduces computational complexity, 

simplifies fitness function evaluation, and facilitates direct 

comparison among candidate solutions. Furthermore, this 

encoding strategy is highly compatible with the nature of 

feature selection problems and has been widely reported as 

an effective and stable approach in related studies. 

After encoding the features, the quality of each generated 

feature subset must be evaluated using a fitness function. 

The fitness function guides the optimization process and 

determines which candidate solutions converge toward the 

optimal solution. In feature selection problems, the primary 

objective is maximizing classification performance while 

minimizing the number of selected features, since selecting 

excessive features may increase computational complexity 

and lead to overfitting. 

In this research, the fitness function simultaneously 

considers multiple performance metrics, including 

classification accuracy, F1-score, recall, and a penalty term 

that discourages selecting excessive features. The proposed 

fitness function is defined as follows: 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 = 𝛼 × 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 + 𝛽 × 𝐹1-𝑆𝑐𝑜𝑟𝑒 + 𝛾 × 𝑅𝑒𝑐𝑎𝑙𝑙

− 𝜆 ×
∣ 𝐹𝑠 ∣

∣ 𝐹 ∣
 

In this equation, 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦represents overall 

classification accuracy, 𝐹1-𝑆𝑐𝑜𝑟𝑒denotes the harmonic 

mean of precision and recall, and 𝑅𝑒𝑐𝑎𝑙𝑙measures the 

capability of the model to correctly identify attack samples. 

Furthermore, ∣ 𝐹𝑠 ∣indicates the number of selected features, 

whereas ∣ 𝐹 ∣denotes the total number of original features in 

the dataset. The parameter 𝜆represents the penalty 

coefficient for selecting excessive features, while 𝛼, 𝛽, and 

𝛾determine the contribution weight of each performance 

metric within the optimization process. 

3. Findings and Results 

This section presents the simulations and experiments 

conducted to evaluate the proposed method. First, the 

datasets used in the experiments are described. Then, the 

evaluation metrics are introduced. Next, the 

hyperparameters of the proposed model are tuned and the 

optimal values are reported. Subsequently, the results 

obtained from the proposed model are presented. Finally, the 

proposed method is compared with several recent and 

validated methods.  

The datasets used for DDoS attack detection in this study 

include NSL-KDD and BoT-IoT. 

The NSL-KDD dataset was used for attack detection and 

is considered an improved extension of the KDD Cup 99 

dataset. Relevant records and downloadable files from the 

KDD dataset are included in NSL-KDD. 

The BoT-IoT dataset was generated in the Cyber Lab 

network at the UNSW Canberra Cyber Centre. This dataset 

contains botnet traffic-based information. In addition, BoT-

IoT includes source files in various formats, such as pcap, 

csv, argus, and related formats. It also contains different 

types of intrusions, including DDoS, DoS, reconnaissance, 

and data exfiltration attacks. 

In this section, four main evaluation metrics are 

introduced: precision, recall, accuracy, and F1-score. These 

metrics were used to evaluate the performance of the 

proposed model, as expressed in Equations below. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
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𝐹1-𝑆𝑐𝑜𝑟𝑒 =
2 × (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙)

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

In these equations, 𝑇𝑃and 𝑇𝑁represent correctly 

classified positive and negative samples, respectively, 

whereas 𝐹𝑃and 𝐹𝑁represent incorrectly classified samples. 

In general, higher values of 𝑇𝑃and 𝑇𝑁, together with lower 

values of 𝐹𝑃and 𝐹𝑁, indicate better model performance. 

The main diagonal of the confusion matrix contains the 

correctly classified instances. 

This section reviews the hyperparameter settings used for 

feature selection and feature fusion, compares the 

performance of the fusion methods, and presents the selected 

parameters for the optimization algorithms. To select 

optimal features, five metaheuristic algorithms were 

combined, including the Genetic Algorithm (GA), Grey 

Wolf Optimizer (GWO), Particle Swarm Optimization 

(PSO), Harris Hawks Optimization (HHO), and Whale 

Optimization Algorithm (WOA). The optimal settings of 

each algorithm are presented in Table 1. 

Table 1. Optimal hyperparameters for each metaheuristic algorithm 

Algorithm Hyperparameter Value 

Genetic Algorithm Population size 50 

Genetic Algorithm Crossover rate 0.8 

Genetic Algorithm Mutation rate 0.02 

Grey Wolf Optimizer Population size 30 

Grey Wolf Optimizer Maximum iterations 100 

Particle Swarm Optimization Population size 40 

Particle Swarm Optimization Inertia weight 𝑤 0.7 

Particle Swarm Optimization Cognitive coefficient 𝑐1 1.5 

Particle Swarm Optimization Social coefficient 𝑐2 1.5 

Harris Hawks Optimization Population size 30 

Harris Hawks Optimization Exploration–exploitation balance Adaptive 

Whale Optimization Algorithm Population size 35 

Whale Optimization Algorithm Convergence parameter 𝑎 2 

Whale Optimization Algorithm Spiral updating coefficient 1 

Figures 1 and 2 show the convergence comparison of the 

optimization algorithms for the NSL-KDD and BoT-IoT 

datasets. 

 

Figure 1. Convergence comparison of optimization algorithms on the NSL-KDD dataset 

 



 Management Strategies and Engineering Sciences: 2027; 9(2):1-15 

 

 9 

 

Figure 2. Convergence comparison of optimization algorithms on the BoT-IoT dataset 

 

As shown in Figures 1 and 2, the convergence curves 

demonstrate the optimization progress of the algorithms 

used in this study for both datasets, namely NSL-KDD and 

BoT-IoT. Although these figures mainly illustrate the 

convergence behavior of the proposed hybrid method, they 

clearly indicate a stable and efficient optimization process 

across iterations. 

The hybrid method combines several metaheuristic 

strategies, including GA, PSO, GWO, HHO, and WOA, 

which collectively improve the balance between exploration 

and exploitation during feature selection. This integration 

enables the algorithm to achieve stable convergence, avoid 

premature stagnation in local minima, and maintain 

continuous improvement across different datasets. 

Although the figures do not present the convergence 

profile of each algorithm separately, this observation is 

consistent with previous studies [38], which have shown that 

hybrid metaheuristic approaches generally provide faster 

convergence and more stable optimization than standalone 

algorithms. Therefore, the higher convergence speed of the 

proposed hybrid method in the present experiments can be 

attributed to the synergistic combination of different 

optimization mechanisms, which accelerates the search for 

the optimal feature subset. 

Overall, the hybrid method not only improves 

convergence stability but also enhances the quality of the 

selected features, thereby improving classification 

performance in DDoS attack detection tasks. 

The performance of the three feature fusion methods, 

namely voting-based fusion, weight-based fusion, and 

learning-based fusion, was evaluated on both datasets in 

terms of accuracy, precision, recall, and F1-score. The final 

dataset-level results are presented in Table 2. 

Table 2. Results obtained on the datasets 

Dataset Accuracy (%) Precision (%) Recall (%) 

NSL-KDD 99.1 98.9 99.0 

BoT-IoT 99.2 99.0 99.2 

This section presents the experimental results. Five-fold 

cross-validation was used for model evaluation. Table 3 

presents the final accuracy obtained on the training and 

testing sets of the NSL-KDD dataset. In addition, the values 

of precision, recall, and F1-score are presented in Table 4. 

Table 3. Final accuracy obtained on the training and testing sets of NSL-KDD 

Proposed Model Testing Set (%) Training Set (%) 

NSL-KDD dataset 99.1 100 
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Table 4. Final performance evaluation of the model on the NSL-KDD dataset 

Class Precision Recall/Sensitivity F1-Score 

Normal 99.27% 98.65% 98.96% 

Attack 99.00% 99.45% 99.22% 

The proposed model achieved excellent performance in 

DDoS attack detection by using metaheuristic-based feature 

selection and multi-stage feature fusion. The overall 

accuracy of 99.1% indicates that the model classified normal 

and attack traffic with minimal error. The precision values 

for the normal class (99.27%) and attack class (99.00%) 

indicate a considerable reduction in false positives. This 

means that the model accurately identified normal instances 

and reduced the false alarm rate. Moreover, the recall value 

for the attack class (99.45%) was slightly higher than that of 

the normal class (98.65%), indicating the strong capability 

of the model to detect new and unknown attacks. The F1-

score values close to 99% for both classes show a strong 

balance between precision and recall, meaning that the 

model not only reduces false positives but also maintains 

high attack detection capability. 

Overall, these results show that the CNN-LSTM model, 

combined with feature optimization and feature fusion 

methods, provides an efficient and accurate framework for 

DDoS attack detection. This method can be used in real-time 

security systems and cloud environments with high traffic 

volume, offering better performance than traditional 

methods in reducing false alarms and increasing detection 

accuracy. 

Table 5 presents the final accuracy obtained on the 

training and testing sets of the BoT-IoT dataset. In addition, 

the precision, recall, and F1-score values are shown in Table 

6. 

Table 5. Final accuracy obtained on the training and testing sets of BoT-IoT 

Proposed Model Testing Set (%) Training Set (%) 

BoT-IoT dataset 99.2 99.9 

Table 6. Final performance evaluation of the model on the BoT-IoT dataset 

Class Precision Recall/Sensitivity F1-Score 

DDoS 99.12% 98.87% 99.00% 

DoS 98.95% 99.32% 99.13% 

Reconnaissance 99.22% 98.79% 99.00% 

Normal 99.45% 99.62% 99.53% 

Theft 98.78% 98.92% 98.85% 

The proposed model demonstrated very strong 

performance on the BoT-IoT dataset. With an overall 

accuracy of 99.2%, the model was able to identify different 

types of attacks, including DDoS, DoS, reconnaissance, and 

theft, with minimal error. Precision values above 98.7% for 

all classes indicate a reduction in false positives, meaning 

that the model rarely misclassified normal instances as 

attacks or attack instances as normal traffic. This is highly 

important for operational security systems, because reducing 

false positives improves system efficiency and decreases the 

cost of manual analysis. 

In terms of recall, the model achieved 99.62% for the 

normal class and between 98.79% and 99.32% for the attack 

classes, indicating its strong ability to detect different types 

of cyberattacks. The high F1-score values across all classes, 

ranging from 98.85% to 99.53%, indicate that the model 

maintained an excellent balance between precision and 

recall. This balance is a key indicator of successful 

performance in intrusion detection systems. 

The overall analysis of the results indicates that the use of 

CNN-LSTM in combination with feature selection and 

feature fusion methods substantially improved detection 

accuracy. The model also performed well in detecting 

complex attacks such as reconnaissance and theft, which are 

typically more difficult to identify. This finding suggests that 

the proposed method is capable not only of detecting known 

threats but also of identifying emerging attack patterns. 

Overall, the proposed system can serve as an efficient 

operational solution for securing IoT networks and cloud 

environments and provides superior performance compared 

with traditional approaches. 

This section presents a final comparison between the 

proposed method and several existing approaches. In recent 

years, various methods have been developed for DDoS 
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attack detection; however, most of them have limitations in 

terms of accuracy or performance on real-world datasets. 

The proposed method, using a two-stage approach based on 

feature fusion and deep learning, achieved very high 

detection accuracy. The results of this study are compared 

with previous methods in Table 7. 

Table 7. Comparison of the proposed method with existing methods 

Ref.  Dataset Method Accuracy 

[40] ROUT-4-2023 Hybrid intrusion detection system for RPL IoT networks using ML 

and DL 

95% 

[13] CICIDS2017 Deep learning model for IoT intrusion detection systems 95% 

[14] UNSW-NB15, CIC-IDS2018, CIC-IOT2023 Network intrusion detection system based on deep learning in IoT 98.2% 

[15] BoT-IoT, CSE-CIC-IDS2018 End-to-end intrusion detection system using deep learning 99.2% 

[18] KDDCup-99, NSL-KDD, BoT-IoT, CICIDS-

2017 

IoT intrusion detection system using deep learning and enhanced 

optimization 

96.7% 

[10] BoT-IoT IoT intrusion detection with deep learning 95.4% 

[11] BoT-IoT Deep learning for IoT intrusion detection 96.7% 

Proposed 

Method 

NSL-KDD Ensemble feature fusion + CNN-LSTM 99.1% 

Proposed 

Method 

BoT-IoT Ensemble feature fusion + CNN-LSTM 99.2% 

As shown in Table 7, earlier methods such as [10] and 

[11], which used the BoT-IoT dataset, achieved accuracies 

ranging from 95.4% to 96.7%. With the advancement of 

deep learning methods and their integration with 

optimization algorithms, accuracy has significantly 

improved in recent studies such as [15] and in the proposed 

method, reaching 99.2%. 

The proposed method, evaluated on both NSL-KDD and 

BoT-IoT, achieved accuracies of 99.1% and 99.2%, 

respectively. These values are higher than those reported by 

several other methods, such as [40], with an accuracy of 

95%, and [18], with an accuracy of 96.7%. This 

improvement can be attributed to the optimized integration 

of features through multiple metaheuristic algorithms and 

the use of a hybrid CNN-LSTM model for analyzing both 

spatial and temporal attack patterns. 

The results also show that combining deep learning with 

feature optimization and feature fusion has a substantial 

effect on improving detection accuracy. For example, deep 

learning-based methods without feature fusion, such as [13] 

and [10], achieved accuracies between 95% and 95.4%, 

whereas more recent hybrid methods have achieved 

accuracies above 99%. Therefore, the proposed framework 

demonstrates competitive and robust performance in DDoS 

attack detection across benchmark datasets. 

4. Discussion and Conclusion 

The findings of the present study demonstrated that the 

proposed hybrid framework based on ensemble feature 

fusion and a CNN-LSTM deep learning architecture 

achieved very high performance in detecting Distributed 

Denial-of-Service (DDoS) attacks in cloud computing 

environments. The proposed model achieved classification 

accuracies of 99.1% and 99.2% on the NSL-KDD and BoT-

IoT datasets, respectively. In addition, the obtained 

precision, recall, and F1-score values indicated that the 

model was able to distinguish normal and malicious traffic 

with minimal false alarms while maintaining high sensitivity 

toward different attack classes. These findings suggest that 

integrating multiple metaheuristic optimization algorithms 

with deep learning can significantly improve intrusion 

detection capability in dynamic cloud and IoT environments. 

One of the most important findings of this study was the 

effectiveness of ensemble feature fusion in improving 

classification performance. The proposed framework 

employed five different metaheuristic algorithms, including 

GA, PSO, GWO, HHO, and WOA, to identify optimized 

feature subsets before the classification stage. The results 

indicated that the integration of these optimization methods 

produced a more stable and representative feature space, 

which improved the ability of the CNN-LSTM model to 

learn discriminative attack patterns. This finding is 

consistent with previous studies that emphasized the 

importance of optimization-based feature selection in 

intrusion detection systems [16, 17]. Similarly, studies based 

on optimization-enabled deep learning and ensemble feature 

selection reported that optimized feature engineering can 

substantially improve DDoS detection accuracy in cloud 

environments [22, 38]. The present findings extend this line 

of research by demonstrating that combining multiple 

optimization strategies rather than relying on a single feature 
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selection algorithm can further enhance model stability and 

classification reliability. 

The high precision values achieved in both datasets 

indicate that the proposed framework successfully reduced 

false positive rates. In intrusion detection systems, false 

alarms are a major operational problem because they 

increase manual analysis costs and reduce trust in automated 

security systems. The obtained precision values above 98% 

for all attack classes suggest that the proposed ensemble 

feature fusion strategy effectively removed noisy and 

redundant attributes before classification. This finding aligns 

with previous studies that highlighted the relationship 

between feature quality and false positive reduction in DDoS 

detection systems [29, 30]. Furthermore, machine learning-

based DDoS detection models in cloud environments have 

shown that optimized feature spaces improve the ability of 

classifiers to separate normal and malicious traffic [19, 20]. 

Therefore, the reduced false alarm rate observed in the 

current study can be attributed to the synergistic integration 

of feature optimization and deep representation learning. 

Another important finding of the study was the high recall 

achieved for attack classes across both datasets. The 

proposed framework demonstrated strong capability in 

identifying DDoS, DoS, reconnaissance, and theft attacks, 

including complex and difficult-to-detect intrusion patterns. 

High recall is particularly important in cybersecurity 

applications because undetected attacks may lead to severe 

service disruption, data loss, or infrastructure compromise. 

The obtained results indicate that the hybrid CNN-LSTM 

architecture effectively captured both spatial traffic 

characteristics and temporal behavioral dependencies 

associated with cyberattacks. This finding supports previous 

studies that reported the effectiveness of hybrid deep 

learning architectures in intrusion detection systems [12-14]. 

Similarly, research on deep learning for IoT intrusion 

detection showed that CNN-based and LSTM-based models 

are highly effective for extracting hidden attack patterns 

from sequential traffic data [11, 15]. The present study 

contributes to this literature by integrating optimized feature 

fusion with hybrid CNN-LSTM learning, which improved 

the detection of both known and unknown attack behaviors. 

The strong performance of the proposed method on the 

BoT-IoT dataset is particularly significant because this 

dataset contains diverse and realistic attack scenarios 

associated with IoT and cloud infrastructures. The model 

achieved high F1-score values across all attack categories, 

indicating a balanced relationship between precision and 

recall. This finding suggests that the proposed framework 

maintained high detection capability while simultaneously 

minimizing classification errors. Previous studies have 

emphasized that intrusion detection in IoT-based cloud 

systems is especially challenging because of traffic 

heterogeneity, large-scale data generation, and the presence 

of stealthy attacks [2, 5]. Other studies have also 

demonstrated that DDoS attacks in smart grids, SDN 

environments, and lightweight IoT networks require 

adaptive and robust learning architectures capable of 

generalizing across multiple attack patterns [24, 25, 27]. The 

results of the present study support these observations and 

indicate that ensemble feature fusion combined with CNN-

LSTM learning provides a scalable and adaptive solution for 

such environments. 

The convergence behavior observed during optimization 

further supports the effectiveness of the proposed 

framework. The hybrid optimization approach demonstrated 

stable convergence behavior and avoided premature 

stagnation during feature selection. This finding is consistent 

with previous research showing that hybrid metaheuristic 

methods generally outperform standalone optimization 

algorithms because they improve the balance between 

exploration and exploitation within the search space [16, 42]. 

Studies using enhanced optimization strategies in intrusion 

detection systems similarly reported improved convergence 

stability and classification performance when multiple 

optimization mechanisms were combined [17, 18]. 

Therefore, the convergence stability observed in the current 

study likely contributed to the quality of the final selected 

features and the overall robustness of the proposed model. 

The comparison analysis with previous methods also 

demonstrated the superiority of the proposed framework. 

Traditional deep learning models and machine learning 

approaches generally achieved accuracies between 95% and 

97%, whereas the proposed method achieved accuracies 

above 99% on both benchmark datasets. These findings are 

consistent with recent studies suggesting that hybrid and 

ensemble learning methods outperform conventional 

standalone models in DDoS detection tasks [40, 42]. 

Similarly, optimization-based deep learning frameworks 

have been reported to improve attack classification 

capability in cloud and IoT systems [23, 38]. The present 

study strengthens this evidence by demonstrating that 

combining multiple metaheuristic algorithms with ensemble 

feature fusion and CNN-LSTM classification can produce 

highly accurate and generalized intrusion detection systems. 

Another interpretation of the results relates to the 

complementary role of spatial and temporal learning within 
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the proposed architecture. CNN layers extracted local traffic 

patterns and structural feature relationships, whereas LSTM 

layers modeled sequential and time-dependent attack 

behaviors. DDoS attacks are inherently temporal because 

attack traffic often evolves dynamically over time. 

Therefore, using a purely static classifier may fail to capture 

sequential dependencies. Previous studies have emphasized 

the importance of temporal learning in modern intrusion 

detection systems [10, 32]. The findings of the current study 

further confirm that integrating CNN and LSTM structures 

improves the capability of the model to capture 

multidimensional attack behaviors and enhances overall 

classification performance. 

The results also demonstrate the importance of 

preprocessing strategies such as normalization, one-hot 

encoding, and data balancing. The use of SMOTE balancing 

contributed to improved minority class recognition and 

prevented the classifier from becoming biased toward 

dominant classes. This finding is consistent with previous 

literature indicating that data imbalance is one of the primary 

challenges in intrusion detection datasets [6, 36]. Studies on 

machine learning-based DDoS detection have similarly 

shown that preprocessing and feature engineering strongly 

influence model reliability and detection accuracy [8, 43]. 

Therefore, the high classification performance observed in 

the present study can also be partially attributed to the 

effective preprocessing pipeline used before optimization 

and classification. 

In addition, the findings support the growing shift from 

traditional centralized intrusion detection toward adaptive 

and intelligent cybersecurity frameworks. Recent studies on 

adaptive transfer learning, federated learning, and 

adversarial neural networks have argued that modern DDoS 

detection systems must be flexible, scalable, and capable of 

adapting to evolving attack patterns [33, 34, 37]. The 

proposed framework contributes to this emerging direction 

by integrating adaptive feature selection and deep 

representation learning into a unified architecture. The 

ability of the model to maintain high accuracy across 

multiple datasets suggests that the framework possesses 

strong generalization capability and can potentially be 

adapted to real-world cloud and IoT infrastructures. 

Furthermore, the current findings reinforce previous 

surveys and comprehensive reviews that identified 

hybridization as a key future direction in DDoS detection 

research [1, 39]. Survey studies on machine learning and 

deep learning techniques for DDoS detection have 

repeatedly emphasized that no single model is sufficient to 

handle the diversity and complexity of modern attacks [7, 

28]. Instead, integrated approaches that combine feature 

engineering, optimization, and deep learning are more likely 

to provide reliable and scalable solutions. The present study 

supports this perspective by empirically demonstrating that 

the combination of ensemble feature fusion and CNN-LSTM 

learning substantially improves intrusion detection 

performance. 

Overall, the results indicate that the proposed ensemble 

feature fusion framework based on multiple metaheuristic 

optimization algorithms and hybrid CNN-LSTM learning 

provides a highly effective solution for DDoS attack 

detection in cloud computing environments. The framework 

achieved high classification accuracy, reduced false alarm 

rates, improved attack recognition capability, and 

demonstrated strong generalization across benchmark 

datasets. These findings highlight the importance of 

integrating optimized feature selection, feature fusion, and 

deep temporal-spatial learning for improving cybersecurity 

systems in cloud and IoT infrastructures. 

One limitation of the present study is that the experiments 

were conducted primarily on benchmark datasets, including 

NSL-KDD and BoT-IoT, which may not fully capture the 

complexity and continuously evolving nature of real-world 

network traffic. In addition, although the proposed hybrid 

framework achieved high accuracy, the integration of 

multiple metaheuristic algorithms and deep learning 

structures increased computational complexity and training 

time. Another limitation is that the model was evaluated 

mainly in offline conditions rather than in fully operational 

real-time cloud environments. Therefore, the practical 

deployment performance of the framework under extremely 

large-scale and continuously changing traffic conditions 

requires further investigation. 

Future research should evaluate the proposed framework 

on additional large-scale and real-world cybersecurity 

datasets collected from operational cloud and IoT 

infrastructures. Further studies may also investigate 

lightweight optimization techniques and model compression 

strategies to reduce computational overhead and improve 

real-time deployment capability. In addition, integrating 

transfer learning, federated learning, explainable artificial 

intelligence, and adversarial defense mechanisms could 

improve model adaptability, interpretability, and robustness 

against emerging cyber threats. Future work may also 

explore transformer-based architectures and self-supervised 

learning approaches for improving sequential traffic analysis 

and attack generalization. 
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From a practical perspective, the proposed framework 

can be integrated into cloud security monitoring systems, 

IoT gateways, software-defined networking infrastructures, 

and real-time intrusion detection platforms to improve 

cyberattack detection capability. Organizations operating 

large-scale cloud services may benefit from the high 

detection accuracy and reduced false alarm rate of the model, 

which can improve operational efficiency and reduce 

manual security analysis costs. The proposed ensemble 

feature fusion approach may also assist cybersecurity 

administrators in selecting more informative traffic 

attributes for monitoring and anomaly detection. Overall, the 

framework provides a scalable and practical foundation for 

improving the resilience of cloud and IoT infrastructures 

against evolving DDoS attacks. 
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