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Abstract

The aim of the present research is to assess the digital transformation model for organizations in state-owned enterprises
(case study: Iraqg). The research is applied in terms of its objective and descriptive-correlational in terms of its method. The
statistical population of the study includes senior and middle managers of state-owned companies in Irag, totaling 238
individuals. Based on Cochran's formula, the sample size was determined to be 147. The sample was selected randomly, and
the research instrument was a questionnaire. Data analysis was conducted using structural equation modeling (SEM) in PLS
software. The results indicate that the research dimensions, including management and strategic factors, organizational
factors, process factors, job factors, and security and privacy factors (of information), are considered the main components
of digital transformation in state-owned enterprises in Iraq. These dimensions have a significant relationship with the
research components (t_value > 1.96). According to the GOF formula, the overall model fit was 63%, which indicates a

strong fit.
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1. Introduction

The current business environment and operations are
undergoing rapid changes due to digital transformation
technologies. According to Verina (2018), Jack Welch
stated, "When the rate of change inside an institution is
slower than the rate of change outside that institution, its end
is near" [1]. With the integration of the internet, blockchain,
big data, artificial intelligence, and related technologies, the
dynamics of changing customer demand are evident, and the
lack of such technologies leads to disruptions in business
operations. As a result, both private and public sector
organizations are seriously exploring the opportunities that
emerging digital transformation technologies offer to
enhance organizational agility and the necessary flexibility
to adapt to changing environments and meet the demands of
government and private organizations with their clients

(Ferris et al., 2020). However, organizations still face
numerous barriers in implementing digital transformation,
such as a lack of managerial skills, data accessibility,
resource shortages, technological capability gaps, and
environmental uncertainty related to public management.
Despite these challenges, the implementation of digital
transformation technologies in both public and private
organizations offers numerous benefits, including better
transparency and accountability, improved data access,
support for innovation, responsive supply chains, enhanced
public services, support for environmental projects,
operational benefits, and encouragement of participation [2].

McGrath and McManus (2020) reported that today many
business leaders are planning large-scale investments in
radical digital transformation with high hopes for
organizational improvement [3]. This has led to expensive
digital transformation failures, resulting in management

© 2023 The author(s). Published By: The Research Department of Economics and Management of Tomorrow's Innovators. This is an open
access article under the terms of the Creative Commons Attribution-NonCommercial 4.0 International (CC BY-NC 4.0) License.


http://creativecommons.org/licenses/by-nc/4.0
http://creativecommons.org/licenses/by-nc/4.0
https://orcid.org/0009-0000-9226-5919
https://orcid.org/0000-0001-9117-5612
https://orcid.org/0000-0001-5092-391X
https://orcid.org/0000-0003-2347-7154

Naser et al.

exits, employee layoffs, and the abandonment of digital
efforts, which can lead to undesirable consequences [4]. The
primary cause of this is the increasing disconnect between
rhetoric and reality, along with the ongoing strategy-
execution gap. Across the industry, numerous studies are
available that can help organizations pursue digital
transformation and innovation in their processes to create
substantial benefits. However, in order for organizations to
succeed and survive in today’s volatile market environment,
they must address the challenges posed by digital
transformation, innovation, commitment, new skill sets, and
other rapidly emerging technologies [5].

However, many organizations fail in digital
transformation because they begin with technological
changes without creating comprehensive plans and cohesive
digital strategies (DSs) [6, 7]. Leaders must ensure that their
organizations develop the digital mindsets and agility
required to respond to disruptions caused by digital
technologies. Consequently, the goal of this study is to
combine several internal factors that can influence digital
transformation in an organization to understand their
interactions and contributions to organizational agility [8].

Institutional environments are crucial in shaping
organizational structures and actions. Researchers argue that
decisions are not solely driven by logical objectives but are
guided by social and cultural factors and concerns for
legitimacy [9]. Digital transformation can be viewed through
the lens of institutional pressure, where the decision to
implement digital transformation may not stem from internal
motivations [10]. Institutions are likely to be influenced by
external isomorphic pressures from competitors and
customers, prompting alignment with digital transformation.
Mimetic, coercive, and normative forces can play a role in
influencing institutions to adopt digital transformation.
Regardless of the pressure, organizational change is
considered a prerequisite, and if not properly aligned, it can
become a bottleneck for digital transformation.
Organizations must shift their traditional processes,
structures, and management to more agile processes and
management practices [11].

From the perspective of new institutional theory, an
organization’s move toward new institutional change
requires a high degree of organizational capacity, including
the skills and resources within the organization and their
alignment or mobilization with one another. Mobilization, in
this sense, is an act of leadership. New institutional theory
also posits that organizations must improve their legitimacy
when proposing any changes by adopting organizational

practices and seeking leaders with  "desired"
characteristics/performances to improve and protect their
legitimacy. Meanwhile, agile companies must nurture five
agile human characteristics: (1) creating a shared purpose,
(2) embedding core values, (3) enriching work, (4)
promoting personal growth, and (5) providing proportional
returns. With these human characteristics and appropriate
leadership, companies can adapt to changes by making
necessary adjustments in their organizational structure [12].
Leadership for improving organizational agility is crucial
through leaders' ability to change business positions and
organizations' readiness to reverse unsuccessful strategic
decisions. However, existing literature has significantly
failed to determine how this relationship works or the level
of interdependence between these variables [13].

Organizational agility is a reflection of continuous
improvement, ongoing transformation, communication,
team and individual maturity, and flexibility. An agile
organization is demonstrated by teams working together,
motivated, talented, self-disciplined, well-organized, and
showing significant improvisation skills [14]. This requires
appropriate leadership to distribute power, authority, and
responsibilities among members, thus fostering motivation
and trust within the team. Therefore, organizational
leadership plays a crucial role in committing the
organization to improve its organizational agility. New
institutional theory views leadership skills as a set of
activities needed to manage organizational changes [14].
These skills include being charismatic (visionary,
energizing, and empowering), instrumental (structuring,
controlling, and rewarding), and institutional (ensuring that
changes persist). Such leaders are linked to transformational
leadership in the literature [15, 16]. For example, leaders
guide the values, attitudes, and feelings of their followers.
These leaders can improve organizational agility through
their ability to build appropriate relationships with
subordinates and encourage them to think beyond their
personal needs and act effectively in complex and high-risk
situations. Transformational leaders prepare themselves and
their employees to take appropriate actions when confronted
with challenges and potential opportunities. Indeed, in agile
organizations, leadership continuously adjusts action and
development paths [17]

The literature review covers a range of studies on digital
transformation and its various aspects. Mangalraj et al.
(2023) emphasize the role of information technology (IT) in
enabling organizations to respond to market uncertainties,
asserting that IT capabilities can enhance organizational
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agility [18]. Gong et al. (2023) highlight organizational
agility as essential for digital transformation, proposing it as
a key mechanism for engaging an organization's resources in
the transformation process [19]. Zhang et al. (2023) find that
organizational agility significantly impacts digital
transformation, with dynamic capabilities serving as
important predictors [20]. Ly (2023) investigates the
mediation role of organizational agility between
transformational leadership and digital transformation,
stressing its importance in public sector organizations [7].
Philipp et al. (2023) identify key leadership competencies
for managing digital transformation, including adaptability,
data-driven decision-making, and change acceptance [21].
Scuotto et al. (2023) focus on the role of strategic
partnerships in mitigating the negative effects of digital
disruption on innovation [8]. Hanandeh et al. (2023) develop
a model to explain the interrelationships between digital
transformation, digital leadership, and entrepreneurial
motivation, emphasizing their effects on business decision-
making and performance [22]. Gilly et al. (2023) highlight
the importance of leadership skills such as collaboration and
strategic thinking in driving digital transformation [23].
Finally, Ghorbani-Esfahlan et al. (2021) investigate the
impact of organizational mindfulness on the ability to
process information and market agility, which are critical for
digital transformation success [23]. These studies
collectively underscore the multifaceted nature of digital
transformation, emphasizing the integration of leadership,
agility, self-efficacy, and organizational culture.

This study aims to fill the gap in previous studies by using
leadership style, strategy, and agility. In other words, it seeks
to understand how agility, leadership, and organizational
strategy contribute to the use of digital technologies and how

agility, leadership, and strategy can aid in digital
transformation, especially when many public sector
organizations urgently need to implement digital

transformation for survival. Organizations that focus on
internal capabilities, leadership, relationships, and alignment
of digital transformation with business strategy are more
likely to succeed in digital transformation, as this will
enhance their agility to respond to environmental
disruptions. Ultimately, this study expands the existing
literature on digital transformation and organizational agility
through organizational strategy in the context of private
sector organizations. By examining various internal factors
affecting the implementation of digital transformation in

public sector organizations, this study aims to fill this gap
and provide a model for organizational digital
transformation based on leadership.
Therefore, the following question is raised in this study:
What is the validity of the digital transformation model in
state-owned enterprises in Iraq?

2. Methodology

Given that the objective of this research is to assess the
digital transformation model for public organizations (with
a case study of Iraq), the research method is applied in terms
of purpose, and descriptive-correlational in terms of
approach. For conducting the research, Structural Equation
Modeling (SEM) using Smart PLS was employed. The
statistical population in the quantitative section consists of
senior and middle managers of public organizations in Iraq,
totaling 238 individuals. Using a random sampling method
and Cochran's formula, a sufficiently large sample size was
selected randomly. According to Cochran's formula, the
sample size was determined to be 147 participants. The
research instrument is a standardized questionnaire
developed by Amir et al. (2024). The validity of the
questionnaire was verified based on feedback from a group
of management professors. To assess the reliability of the
questionnaire, Cronbach’s and all
dimensions demonstrated a Cronbach's alpha greater than
0.7, indicating reliability.

alpha was used,

3. Findings and Results

The demographic breakdown of the sample in this study
is as follows: 68.71% (101) were male, and 29.31% (46)
were female, with a total of 147 participants. In terms of
education, 26.53% (39) had a bachelor's degree, 57.14% (84)
held a master's degree, and 16.33% (24) had a doctoral
degree. Regarding age, 25.85% (38) were between 25-35
years old, 28.57% (42) were in the 35-45 age range, 26.53%
(39) were between 45 and 50, and 19.05% (28) were over 50
years old. In terms of work experience, 22.45% (33) had 5
years or less, 27.89% (41) had between 6-10 years, 29.93%
(44) had 11-15 years, and 19.73% (29) had more than 15
years of experience. The total sample comprised 147
individuals.

The dimensions and components of the research are
presented in Table 1.
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Table 1. Dimensions and Components of the Research

Dimensions

Components

Management and Strategic Factors

Organizational Factors

Process Factors

Job Factors

Digital strategy formulation in the organization

Appropriate organization and resource distribution
Organizational leadership’s will and commitment

Creation of agile and specialized teams

Performance evaluation and monitoring in digital transformation
Development of digital innovation and creativity
Development of organizational digital flexibility

Promotion of digital values and principles

Ability to understand and adapt to digital transformations
Job standardization and automation

Appropriate data aggregation, storage, and analysis

Proper management of digital changes in the organization
Process optimization

Development of digital training and readiness for employees

Creation of educational and career growth opportunities in the digital domain
Provision of open-web facilities for sharing knowledge and experiences
Encouraging employees to present innovative and creative ideas

Information Security and Privacy Factors

Creation of policies and guidelines regarding information security and privacy

Evaluation and management of security risks in the organization

Implementation of physical measures to protect equipment, hardware, and digital resources
Adoption of necessary measures to preserve individual privacy and maintain confidentiality
Control access to information based on job requirements

After assessing the goodness-of-fit for measurement
models, the structural model, and the overall model, based
on the data analysis algorithm in PLS, the researcher can
examine and test the relationships between variables.

In this section, the standardized path coefficients related
to hypotheses and t-values are reviewed. To confirm or reject

hypotheses, the t-value should be greater than 1.96 or less
than -1.96. Values between these two figures indicate no
significant difference from the calculated regression weights
at the 95% confidence level.

Figures below show the factor loadings and t-values
corresponding to the relationships between variables.
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Figure 1. Research Model with Standardized Path Coefficients
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Figure 2. Research Model with t-values for Relationships Between Variables
Table 2 shows the reliability values for the constructs of
the research.
Table 2. Reliability Values
Construct Cronbach’s Alpha Composite Reliability
Security 0.838 0.885
Digital Transformation 0.961 0.964
Organizational 0.816 0.879
Job 0.813 0.877
Process 0.821 0.882
Management and Strategic 0.844 0.889

As indicated in Table 2, Cronbach's alpha and composite validity and stated that the critical value for AVE is 0.5. An

reliability are greater than 0.7, demonstrating the reliability AVE value greater than 0.5 indicates acceptable convergent
of the research data. validity. Table 3 shows the AVE values for the research
Fornell and Larcker (1981) introduced the Average variables, all of which are greater than 0.5.

Variance Extracted (AVE) criterion to measure convergent

Table 3. Convergent Validity

Construct Composite Reliability Average Variance Extracted (AVE)
Security 0.885 0.606
Digital Transformation 0.964 0.550
Organizational 0.879 0.645
Job 0.877 0.640
Process 0.882 0.651
Management and Strategic 0.889 0.616
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It can be observed that the AVE values are always greater
than 0.5, and the composite reliability is also greater than 0.7
in all cases, which confirms convergent validity.

To evaluate the overall model fit, which considers both
the measurement and structural models, the GoF (Goodness

Table 4. Average Shared Values and R-Square Values

of Fit) criterion is used. Table 4 presents the average shared
values and average R-Square values, with a GoF value of
0.63 indicating a strong model fit.

Construct R-Square Communality avg-communality avg-R
Digital Transformation - 0.435 0.872 0.456
Security 0.874 0.412
Organizational 0.842 0.326
Job 0.879 0.519
Process 0.873 0.479
Management and Strategic 0.892 0.563
Based on the results, the summary of the results is

presented in Table 5.

Table 5. Summary of Relationships Between Dimensions and Components
Relationship Factor Loading t-value Status
Digital Transformation — Security 0.935 1.73 Confirmed
Digital Transformation — Organizational 0.918 1.34 Confirmed
Digital Transformation — Job 0.938 1.74 Confirmed
Digital Transformation — Process 0.935 1.79 Confirmed
Digital Transformation — Management & Strategic 0.944 1.90 Confirmed

According to the results:
The relationship between digital transformation
and security shows a t-value of 1.73 (t-value >
1.96), confirming the significant relationship with
a factor loading of 0.935.
The relationship between digital transformation
and organizational factors shows a t-value of 1.34
(t-value > 1.96), confirming the significant
relationship with a factor loading of 0.918.
The relationship between digital transformation
and job factors shows a t-value of 1.74 (t-value >
1.96), confirming the significant relationship with
a factor loading of 0.938.
The relationship between digital transformation
and process factors shows a t-value of 1.79 (t-value
> 1.96), confirming the significant relationship
with a factor loading of 0.935.
The relationship between digital transformation
and management & strategic factors shows a t-
value of 1.90 (t-value > 1.96), confirming the
significant relationship with a factor loading of
0.944.

Since all t-values are greater than 1.96, all relationships
are confirmed as significant.

Discussion and Conclusion

This study aimed to evaluate the digital transformation
model for public companies (case study: Iraq). A significant
relationship was found with security factors at 0.173 (p =
0.051). Thus, the relationship is significant. In explaining
this report, it can be stated that in the category of security
and information privacy factors, all variables, including the
establishment of security and privacy policies and guidelines
within the organization, assessment and management of
security risks within the organization, establishment of
physical measures to protect equipment, hardware, and
digital resources, implementation of measures to maintain
individuals' privacy and confidentiality within the
organization, and controlling access to information based on
job requirements, have the greatest impact on the provision
of the digital transformation model for public companies.
According to a Deloitte report, the challenges and obstacles
of digital transformation vary at different levels of maturity,
with security concerns and risks as well as multiple
organizational priorities emerging as challenges at the third
level. In the current information technology-based
environment, privacy threats are greater, and individuals
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have relatively less control over their data. Individuals'
privacy concerns and consumer privacy beliefs significantly
affect their buying behavior [24]. Additionally, it is likely
that increased awareness of data privacy laws may lead to an
increase in the intention to seek legal compensation for
damages caused by privacy violations. Furthermore, a
company’s misuse of personal customer information can
lead to the perception of privacy violations and a "lack of
trust" among customers. The growing demand from
customers for details about collected data, its applications,
and potential harms has forced companies to recognize the
need to ensure consumer privacy, earn consumer trust, and
establish goodwill. The findings of this study align with the
research by Phuong et al. (2024) titled "Customers'
Perception of Privacy in the Retail Industry During Digital
Transformation Adoption.” They found that privacy
perception is influenced by privacy concerns, the retailer's
advantage over the consumer, privacy intrusion experiences,
and retailer credibility. The connection between customer
profit and privacy perception, and between technological
hedonism and privacy perception, is not influenced by the
role of store trust monitors [25].

Regarding digital transformation and organizational
factors, a significant relationship of 0.134 (p = 0.671) was
found. Therefore, the relationship is significant. In
explaining this report, it can be stated that digital
transformation can have both direct and indirect impacts on
organizational factors, including organizational structure,
organizational culture, work processes, organizational
strategies, and internal and external communications. For
instance, digital transformation may require changes in
organizational structure to adapt to the new challenges and
opportunities created. Additionally, digital transformation
may necessitate cultural shifts within the organization to
enable members to benefit from and work efficiently with
new technologies. Therefore, digital transformation and
organizational factors mutually influence one another, and
managers must consider this relationship when developing
suitable programs for managing digital transformation and
aligning it with organizational factors. The use of digital
tools not only allows government offices to change how they
perform tasks, communicate, and deliver services but also
has the potential to create broader effects, such as changing
organizational structure or involving citizens and other
stakeholders in the joint development of public services [23].
The findings of this study align with the research by
Ghorbani et al. (2021) titled "Organizational Awareness of
Digital Transformation as a Prerequisite for Information

Processing Capability to Achieve Market Agility." Ghorbani
et al. (2021) found that digital technology-enabled external
relations management, strategic alignment of business
digital technologies, and management of digital technology
infrastructures positively influence market agility. Digital
technology-enabled  internal  relations  management
positively influences digital technology infrastructure
management. Additionally, organizational awareness of
digital transformation positively influences digital
technology-enabled  external relations management,
strategic alignment of business digital technologies, and
digital technology-enabled internal relations management
[22].

Regarding digital transformation and occupational
factors, a significant relationship of 0.174 (p = 0.323) was
found. Therefore, the relationship is significant. In
explaining this report, it can be said that with technological
advancements and the transition to online environments,
occupational factors are also impacted. Some relationships
between digital transformation and occupational factors
include: increased demand for digital skills: digital
transformation leads to an increased need for information
and communication technology (ICT) skills that employees
must master to perform their duties. Changes in job types:
digital transformation may result in changes in the nature
and form of jobs, such that some manual tasks are digitally
performed, leading to changes in job requirements and
required skills. Increased flexibility: digital transformation
can enhance workplace flexibility, enabling employees to
work remotely and adapt more easily to changing work
environments. Increased collaboration and communication:
digital transformation can facilitate communication and
collaboration among employees but may also introduce new
challenges that require appropriate solutions. Overall, digital
transformation and occupational factors have a direct and
indirect reciprocal impact on each other, and understanding
these relationships can help improve working conditions and
employees' professional development. The findings of this
study align with the research by Gilly et al. (2023) titled
"Leadership Competencies for Digital Transformation:
Exploratory Content Analysis of Job Advertisements."” Gilly
et al. (2023) found that technical skills and deep expertise in
information technologies play only a secondary role in job
profiles. Like previous processes of strategic change, digital
transformation experts must primarily possess skills in
collaboration, strategic thinking, leadership, customer
orientation, and communication [26].
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Regarding digital transformation and process factors, a
significant relationship of 0.179 (p = 0.871) was found.
Therefore, the relationship is significant. In explaining this
report, it can be stated that digital transformation in the
services industry refers to a process aimed at improving an
entity through significant changes in its features via a
combination of information technologies, computing,
communications, and connectivity [9]. Service organizations
engaged in digital transformation integrate digital
technologies into all their business areas and change their
business management methods. For example, the use of
artificial intelligence and robotic technologies (such as
chatbots and robots) fundamentally changes service delivery
processes and customer relations with service providers.
Technologies such as the Internet of Things (loT) and
machine learning algorithms allow service organizations to
gain a deeper understanding of their customers and markets,
enabling them to deliver personalized and integrated
customer experiences. The findings of this research are
consistent with Shirazi et al. (2021) titled "Providing a
Roadmap for Implementing Organizational Culture
Required for Digital Transformation with an Ontological
Approach." The study aims to provide a roadmap for
implementing the necessary organizational culture for
digital transformation. The results indicate that the roadmap
for implementing organizational culture for digital
transformation includes three layers: infrastructure, cultural
processes, and objectives. The infrastructure layer includes:
development of infrastructure resources, development of
informational resources, development of human and
managerial resources, and organizational structure; the
processes layer includes three main areas: creating a digital
environment, organizational alignment, and development
and evaluation; and the objectives layer includes: digital
thinking, technology orientation, stakeholder orientation,
risk-taking and open innovation, digital agility,
transparency, and accountability [9].

Regarding digital transformation and managerial and
strategic factors, a significant relationship of 0.190 (p =
0.681) was found. Therefore, the relationship is significant.
In explaining this report, it can be stated that digital
transformation, as a process encouraging organizations to
use information technology in all their activities to improve
performance and increase efficiency, is directly related to
managerial and strategic factors. Managerial and strategic
factors can facilitate and accelerate digital transformation or
act as barriers to its implementation. One of the managerial
approaches in digital transformation is the alignment of the

organization’s digital strategy with its overall business
strategy, ensuring that digital transformation efforts
contribute directly to the organization’s long-term goals.
Strategic management plays a pivotal role in identifying and
capitalizing on emerging technologies that drive innovation
and enhance competitiveness. Moreover, the effective
management of resources, both human and technological, is
crucial for successfully implementing digital transformation.

For instance, strategic leadership is key to fostering a
culture of innovation and adapting to the dynamic digital
landscape. Furthermore, a strong management team can
facilitate the integration of digital technologies, ensuring that
the transformation aligns with the organization’s goals and
customer needs. These management and strategic factors are
instrumental in creating an environment that supports digital
transformation and enables organizations to adapt to
changing  market  conditions and  technological
advancements.

In conclusion, the study provides valuable insights into
the multifaceted relationship between digital transformation
and various organizational factors. It underscores the
importance of security, organizational culture, structure,
leadership, and technological adaptation in driving
successful digital transformation efforts. By considering
these factors, public sector organizations, particularly in
Irag, can better navigate the complexities of digital
transformation and harness its potential to improve service
delivery and organizational performance.
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